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PART I: MTG OVERVIEW 



 

SECTION 1 – MTG DOCUMENTATION ROADMAP 

1.1 Description of the MTG Architecture Documentation 
This section describes the structure and contents of the MTG architecture documentation package. The 
package is structured in two parts. Part I, Overview, contains information that applies to more than one 
view, including this roadmap of the package. Part II catalogues the architectural views for MTG. 

Part I – MTG Overview contains the following sections: 

 Section 1 – MTG Architecture Roadmap: Lists and outlines the contents of the 
documentation package. This is the first section that should be read by anyone new to the 
project. 

 Section 2 – MTG Gateway Overview: Provides a high-level overview of the purpose and 
functionality of MTG. The layered view shows how the subsystems of MTG are structured as 
a set of seven (7) logical tiers of capability/responsibility including client, network, 
presentation, application, data, and security facilities. Layers are related through dependency. 
Emphasis on the systems’ background, its external interfaces, major constraints and 
functions. The purpose is to assist the newcomer in understanding the purpose of the system. 

 Section 3 – MTG Architecture View Template: Describes the template used for the 
module decomposition view. 

Part II – MTG Views contains the following sections: 

 Section 1 – Module Decomposition View: The module decomposition view shows how the 
system can be broken down into components and implementation, and how functionality is 
allocated to those units. Elements of this view are modules or sub-systems. The 
decomposition view presents architecture, sub-types, and implementation options for 
principal requirements of MTG. 

 Section 2 – Module Implementation View: The implementation mapping view provides a 
mapping of commercial off-the-shelf vendor solutions to core elements of the MTG 
architecture. These mappings were conducted to identify concrete building blocks of the 
MTG architecture and to provide cost estimations for the pilot business case analysis. 

 Section 3 – Deployment View: Describes a pilot implementation. 
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SECTION 2 – MTG GATEWAY OVERVIEW 

2.1 Background 
Battelle and Information Control Corporation (ICC) received a request from the Ohio 
Department of Administrative Services (DAS) for a requirements assessment and proof-of-
concept that would determine the scope and cost of a mobile transaction gateway pilot.   

This report summarizes the outcome and recommendations of the Mobile Transaction Gateway 
(MTG) “Concept Architecture”. It is based on the business processes and requirements identified 
as part of the MTG requirements assessment. Its principal objective is to define a supporting 
architecture and vendor implementation to support these requirements, and to serve as an input to 
a pilot business case. 

2.2 Business Requirements for MTG 
The conceptual design and technical approach are based on the following high-level business functional 
requirements. These are the result of the use case analysis of the requirements collection and assessment.  

1.1 Information Access 

 

Provide web content to the mobile workforce, business partners and 
citizenry as appropriate to the user/customers’ role, device, and 
configuration via the shared services of identity management and 
security, personalization and content transformation.  

1.2 Application Access 

 

Provide on-line services to the mobile workforce, business partners 
and citizenry as appropriate to the user/customers’ role, device, and 
configuration via the shared services of identity management and 
security, personalization, content transformation, and remote 
application access delivery mechanisms. 

2.0 Communication Services 

 

Provide communication services to the mobile workforce, business 
partners and citizenry as appropriate to the user/customers’ role, 
device, and configuration via the shared services of identity 
management and security, personalization, and content 
transformation with access to the following capabilities: 

 Provide secure and reliable alerts including origination, 
propagation, and control capabilities to public safety and 
emergency management first and second responders and support 
organizations both within and across jurisdictions with possible 
extension of one-way alerting capability to citizens via wired and 
wirelessly enabled devices. 

 Provide secure and reliable instant messaging and chat 
conference capabilities to public safety and emergency 
management first and second responders and support 
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organizations both within and across jurisdictions. 

 Provide electronic mail and schedule access to the State mobile 
workforce as appropriate to role. 

 Provide timely notifications of impending State business to 
business partners and citizenry on a subscription basis 
appropriate to the user/customers’ device and configuration. 

3.0 Electronic Data Collection 

 

Provide roundtrip electronic data collection capabilities to the 
mobile workforce, business partners and citizenry as appropriate to 
the user/customers’ role, device, and configuration via the shared 
services of identity management and security, personalization, 
content transformation, document and workflow management. 
Specifically:  

 Provide constituents with the ability to request services from a 
provider organization, via the elicitation and submission of 
structured data (and payments), with the issuance of receipts 
and/or tracking information for access to processing status. 

 Provide the mobile workforce of inspectors, auditors, and 
caseworkers with the ability to conduct round-trip electronic 
data collection and management for the range of compliance 
targets such as mechanical systems, building or construction 
sites, service agencies, and grant applicants/recipients, including 
support for workflow for process management. 

 Provide state employees with ability to do systems-based 
inventory management both on- and off-line (with 
synchronization capabilities) as required by context of 
application (availability of network connectivity). 

 Provide automated data collection capabilities from remote 
field sensors, specifically for field and stream gauges. 

 Support collection of field survey data on- or off-line with 
synchronization capabilities. 

4.0 Document Management Provide document portability and management solutions to the 
mobile workforce, business partners, and citizenry as appropriate to 
the user/customers’ role, device, and configuration via the shared 
services of identity management and security, personalization, 
content transformation (where appropriate1), and workflow to render 
the following: 
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 Provide the ability to obtain, consult, and manage (voluminous) 
state, federal, and proprietary codes, manuals, operational 
guidelines, and procedures in electronic formats on- or off-line. 

 Support customer service through ready access to public 
documents, directions, instructions, and resources. 

 Support the document lifecycle from inception through creation, 
review, redaction, storage, dissemination and destruction. 

5.0 Workflow 

 

Provide capability to define, create and manage the execution of 
workflows through the use of software, running on one or more 
workflow engines, which are able to interpret process definitions, 
interact with workflow participants, and, where required, invoke the 
use of IT tools and applications [WFMC]. 

6.0 Security 

 

Provide authentication and access control, user administration, and 
policy management, auditing and reporting for privileged resources 
within the domain of State responsibility and control. Provide single-
sign-on capabilities where appropriate and practical, and delegated 
administration where required. 

7.0 Data Transport 

 

Provide data staging and transport capabilities between distributed 
repositories for Enterprise Application Integration (EAI). 

2.3 Concept Architecture 

2.3.1 Systems Mapping 
The driving requirements defined above can be mapped to a supporting systems architecture based on 
industry standard solutions and best practices. Table 1, MTG Architectural Dependencies, maps business-
functional requirements to the key sub-systems and services of the MTG architecture. These following 
sub- systems and services are included in this mapping: 

Portal Services Services that provide an integrated and personalized web-based 
interface to information, applications and collaborative services. 

Content Transformation  Services that transform existing enterprise content for display and 
interaction on small-screen mobile devices and IP phones.  

Application Services Services within a distributed network that provide the business logic 
for an application program, typically to a client, or access to 
applications per se. 

Email System Services using standard conventions for addressing and delivering 
content across the Internet via Electronic messaging. 
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Text Messaging Wireless services that transmit short text messages to wireless 
handsets and pagers. Text messages can contain up to 160 
characters, including the name or e-mail address of the recipient, the 
subject line and the body of the message 

Forms Services Document management services that support the modification, 
maintenance and dissemination of electronic forms and data 
collected via those forms including population, extraction, signing, 
and cataloging and version control. 

Document Management 
System 

Software that manages stores and enables searching of multiple 
document formats based on selected categories, version control, and 
format conversion. 

Content Management A service which supports the collection, management, version 
control and publication of content, storing it either as components or 
whole documents, especially to a web site.  

Workflow Services that can be used to manage and monitor business processes, 
including the flow of work between individuals, systems and 
departments. 

Security Services that provide extensible authentication, role-based access 
control, identity and policy management, auditing and encryption, as 
required. 

Data Storage Mechanisms for persisting electronic data including databases and 
file systems. 

Data Transport Services that provide asynchronous data transfer methods between 
publishers of and subscribers to messages. 
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Table 1 - MTG Architectural Dependencies 
Business Processes System Classification 
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1.0 Internet Access                         
1. 1 Information Access              

 Access Web Content via Wireless  R R     O O O O O O 
 Access Secure Web Content via Wireless R R R    O O O R R O 

1.2 Application Access              
 Access Wireless Applications (XHTML, XHTML Basic) R R R    O O O 1 1 1 

 Access Applications via WTS/Citrix  Thin Client R R        R R 1 

 Access Applications via WTS/Citrix  Thick Client R R        R R 1 

              
2.0 Collaboration                         
2.1 Alerts              

 Secure Alerting for DPS/EMA 2 2 2 2 2    2 R R  
 Forward Alerts to Citizens   R  R    O R   

2.2 Instant Messaging              
 Secure Instant Messaging and Chat for DPS/EMA             R 3 R R
2.3 Mail/Schedules              R R R O O R R
 Remote Access to Employee Mail and Schedules             
2.4 Notifications              
 Subscription -based Notification via Mail R O R R     1 R R 1 
 Subscription -based Notification via Text Messaging R O R  R   O 1 R R 1 
3.0 Electronic Data Collection                         

3.1 Service Requests              
 On-line (Portal Based)             R 1 R R O O R O R R
 Off-line (via email or web service) O O R R  R R O R O R O 
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Business Processes System Classification 
    Presentation Application Data 

3.2 Inspections & Audits              

 On-line (Portal Based) R 1 1    R O R R O R R 
              Off-line O 1 R R O R O R O
3.3 Inventory              
 On-line (Application Access)             R 1 1 O R O R R 1
              Off-line (Electronic Data Collection) O R R R 1
3.4 Field Sensing  O O O O O   O R R R O 
3.5 Surveys              
 On-line (Portal Based)             R 1 1 O R O O 1 O R R
 Off-line (via email or web service) O   1  R O  1 O R O 
4.0 Document Portability and Management                         
 On-line (Portal Based)             O O O 1 R O O R O
             Off-line R O R 1 R R O R R R
                            
                            
Key: R -  Required Notes

: 
                      

  O – Optional 1 Depends on implementation             
  Blank -  Not Applicable 2 Depends on vendor tool.               
  # - See Note#   
                           



 

2.3.2 MTG Gateway Architecture 
A logical view of the MTG architecture (Figure 1) aggregates services, sub-systems, and responsible 
organizations into a layered view. 

cd MTG Layered View

Enterprise Shared Serv ices

Client Serv ices

+ Client Applications
+ Client Data Stores
+ Client Network Services

Network Serv ices

+ Encryption
+ Network Interface

Presentation Serv ices

+ Information Access
+ Application Access

Application Serv ices

+ Application Services
+ Communication Services
+ Document Management Service
+ Forms Management
+ Workflow

Data Serv ices

+ Data Management
+ Data Transfer

Security Serv ices

+ Authentication
+ Authorization
+ Administration
+ Audit

DOC

+ Application Services
+ Data Services

ODH

+ Application Services
+ Data Services

Other Departments & Agencies

+ Application Services
+ Data Services

Wireless Prov ider

+ Commercial Wireless Provider
+ Private Network Provider

Authentication

 

Figure 1. MTG Architecture, Logical View 

These packages may be described as follows. 

Client Services Addresses services and components that must be installed/deployed 
on the client device. 

Wireless Providers The third-party commercial wireless (Verizon, Sprint, Cingular, 
Nextel, etc.) or private network (MARCS) provider of connectivity 
and data services to the client as sub-contracted or maintained by 



 

DAS/OIT. 

Network Services These are State of Ohio network services that address all 
termination/peering points with commercial wireless and Internet 
service providers, as well as, network firewalls, load-balancing, 
content switching, routing, and network security, including VPN 
termination, where applicable.  

The availability of network services is a key assumption of MTG. 

Enterprise Shared Services This is the aggregation point of MTG services, and assumes their 
consolidation into an enterprise architecture leveraging shared 
services, including: 

Presentation Services – Assumes a configurable web interface as 
the integration point for web content and on-line services as 
personalized for a user according to role-based access controls.  

Application Services – These include the range of middle-tier 
services including support for the execution of application business 
logic, communication and collaboration, forms and document 
management services, and workflow -- where lightweight workflows 
are an integral part of mobile application interaction with backend 
systems. 

Security Services -- Secure gateway services supports extensible 
authentication for both users and devices, and role-based access 
control to enable users with differential access to information and 
applications. Directory-based identity management supports both 
user and policy administration. Delegated administration and user 
self-registration and credential management are supported as 
required. Encryption is supported as required by the application, and 
security audit trails are maintained in-line with industry best 
practices. 

Data Services – Addresses the need for locally-persisted data in 
support of various application services and web content management 
based on database and files systems.  

At the design’s core is an interaction bus which will allow disparate 
information systems to interact using a common vocabulary -- XML.  
This bus may be implemented with several different technology 
stacks such as .NET, J2EE, or other technical platforms.  The key to 
this approach is that the bus becomes the center of interaction 
between all applications.   

DOC, ODH, and Other 
Departments 

These are the client departments of enterprise shared services (where 
DOC and ODH are identified as examples) with their respective, 
department-owned, data and applications. 
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The success of MTG shared services rests on a successful strategy of 
integrating data and workflow across these departments. To facilitate 
this, adapters will be purchased, modified, or built to connect legacy 
systems.  The goals for these adapters are to ensure that existing 
applications require little or no modification in order to interface 
with the MTG.  

Note that this layered view becomes the template for the component models of Part II, MTG 
Implementation View. These models examine plausible configurations of components and vendor 
implementation to support this architecture.  

2.3.3 Public Safety and Emergency Management Domain-Specific 
Architecture 
The domains of public safety and emergency management have more stringent requirements for security 
and reliability. While information and application access can be readily delivered through MTG, most 
vendor implementations rely on alternative models or hybrids, to support these domain-specific 
requirements. 

2.3.3.1 Application Service Provider Model 
The application service provider (ASP) model facilitates inter and intra-jurisdictional communication 
requirements via hub-and-spoke architecture and provides an integration point into national alerting 
infrastructures.  Middle-tier services to support alerting, dispatch, message relay, etc. are centralized at 
third-party, redundant hosting centers, and are accessible to authorized users via encrypted channel 
through the Internet. These centralized services control, coordinate, and manage exchanges among peers. 
The only customer requirements are client software installation (both application and virtual private 
network (VPN) client,) Internet connectivity, and process engineering (aligning operational roles and 
responsibilities, supporting security requirements, and end-user training). There are no server-side 
requirements, although hybrid architectures offering locally –sited relay servers to support improved 
performance for regional jurisdictions and disaster recovery are advertised in some cases.  

The Department of Homeland Security’s (DHS) Disaster Management Information System (DMIS) is a 
system built on the ASP model (Figure 2). Battelle has designed and implemented DMIS for alert 
collection and distribution to DHS requirements. DMIS utilizes the Common Alerting Protocol (CAP) for 
message representation (see http://www.oasis-open.org/committees/emergency/), and provides instant 
messaging, resource management and mapping via geographical information system (GIS) data overlay.  
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id Implementation.Alerts.DMIS

Network Serv ices

+ Encryption
+ Network Interface

(from Layers)

«ASP»
DMIS

+ Interoperabil ity Platform
+ Remote Services
+ VPN/Firewall

(from Component View)

Remote Serv ices

+ Alerting Service
+ CAP Compliant Alert

(from Layers)

COG Responder Client 1

+ DMIS Desktop
+ Vone Client

(from Responder Clients)

COG Responder Client 2

+ DMIS Desktop
+ Vone Client

(from Responder Clients)

COG Responder Client

+ DMIS Desktop
+ Vone Client

(from Responder Clients)

 

Figure 2: Implementation.Alerts.ASP.DMIS 

2.3.3.2 Peer-to-Peer Model 
The peer-to-peer model (Figure 3) provides customer autonomy, but imposes considerable overhead. 
Vendors of peer-to-peer systems in this market sell equipment, software, and services to the customer for 
local deployment and integration. They will sell integration services as well. Some of these vendors 
advertise CAP compliant products; others offer services to write transformations to integrate their 
proprietary systems to requirements on a fee-for-service basis. 

The peer-to-peer model eliminates single-source dependencies, can improve performance, and mitigate 
the risk of a single point of failure. It may also be used to distribute overhead costs, assuming this is the 
objective, but it places the onus on the customer to install, maintain, and integrate – or otherwise 
subcontract – support for such installations. Inter and intra-jurisdictional integration must also be 
negotiated by the customer, potentially, with the help of the vendor. 
 

For the above reasons, the need for further research and the absence of a common approach to vendor 
selection in this area, Battelle will recommend the ASP over a peer-to-peer model , and an 
implementation of DMIS as the current low-cost alternative. 
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cd Peer-to-Peer.generic

Network Serv ices

+ Firewall
+ Encryption
+ Network Interfaces
+ Load Management

(from Component View)

Network Serv ices 1

+ Firewall
+ Encryption
+ Load Management
+ Network Interfaces

(from Component View)

Network Serv ices 2

+ Firewall
+ Encryption
+ Load Management
+ Network Interfaces

(from Component View)

Alerting & EMS Serv ices

+ Alert Server
+ Chat Server
+ Presence Service
+ Relay Service

(from Alerts & Instant Messaging)

Responder Client

+ Applciation Client

(from Responder Clients)

Responder Client 1

+ Application Client

(from Responder Clients)

Alerting & EMS Serv ices 1

+ Alert Server
+ Chat Server
+ Presence Service
+ Relay Service

(from Alerts & Instant Messaging)

Responder Client 2

+ Application Client

(from Responder Clients)

Alerting & EMS Serv ices 2

+ Alert Server
+ Relay Server

(from Alerts & Instant Messaging)

Remote Serv ices

+ Alerting Service
+ CAP Compliant Alert

(from Layers)

Network Serv ices 3

+ Encryption
+ Firewall
+ Network Interface

(from Component View)

 

Figure 3: Alerts.Peer2Peer.generic 
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SECTION 3 – MTG ARCHITECTURE VIEW TEMPLATE 
#.# Functional Package 

Each MTG view is presented and discussed as a number of related packets and supporting text according 
to the following template. 

Driving 
Requirements: 

Re-statement of the driving business requirements.  

This high-level business requirement has the following functional variants

#.#.1 Statement of principal functional variants (1) 

. 

. 

. 

#.#.N Statement of principal functional variants (N) 

Functional 
Specification: 

See MTG Requirements, Appendix D, Use Case Models. 

Assumptions:  List of all relevant assumptions 

Description: Textural description of solution. 

Dependencies Identification of dependent components and packages. 

Issues/Notes: 1. Any issues or notes. 

#.#.# Architectural Sub-types 

The logical architecture may have variants or subtypes. The following template sections organize a 
description of such variant.  

Description: Solution Description 

Analysis: Pros and Cons, Costs 
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#.#.#.# Implementation Options 

Each architectural solution may be realized by one or more implementations. The following template 
sections organize a description of the option, and an analysis for each option.  

Option X 

Description: Solution Description 

Analysis: Pros and Cons, Costs 
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SECTION 4 – GLOSSARY AND ACRONYM LIST 
CAP Common Alerting Protocol 

CRM Customer Relationship Management 

DHS Department of Homeland Security 

DNR Department of Natural Resources 

DOC Departments of Commerce 

DOD Department of Development 

DPS Department of Public Safety 

EMA Emergency Management Agency 

ERP Enterprise Resource Planning 

GPS global positioning system 

IC The Industrial Compliance Division of the Department of Commerce 

ICC Information Control Corporation 

JAD Joint Application Definition/Development 

JFS Job and Family Services 

MTG Mobile Transaction Gateway 

ODH Ohio Department of Health 

OIT Office of Information Technology (formerly DAS) 

PDA Personal Digital Assistant 

RIM Research in Motion 
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SECTION 5 – RATIONALE, BACKGROUND, AND DESIGN 
CONSTRAINTS 
The following sections discuss the primary contextual and requirements factors driving major MTG 
architectural decisions. 

Scope  
 The scope of this analysis is limited to support of the principal business requirements and quality 

attributes identified in the MTG Requirements Assessment. 

 The principal deliverable of this analysis is “concept architecture” to define a “pilot” deployment of 
MTG and business case, where “pilot” is understood to mean a production-worthy platform, so 
configured, but not necessarily scaled to production volumes. 

 This analysis does not provide design-level specifications. 

 Workflow, document management, and data transport are addressed at a summary level for purposes 
of this analysis and require dedicated initiatives for requirements collection and design specification 
of robust enterprise-level integration.  

Design Constraints 
1. The analysis and recommendation assumes a strategy of shared services and consolidated 

infrastructure, with the understanding that scalability, flexibility, reliability, disaster-recovery, re-
usability, and, ultimately cost savings are facilitated by such an assumption. 

2. No particular assumptions have been made in this analysis about the existence of licenses and 
obligations of the state to particular vendors, or conversely, of vendors’ agreements with the state.  

3. Wireless network services, per se, are beyond the scope of this analysis, and are being addressed 
through ongoing activities of OIT Service Delivery to select vendors and negotiate contractual 
agreements. 

4. Network architecture will be defined in cooperation with OIT network services in support of the 
pilot. 

5. Mobile applications will be purchased, built, or otherwise acquired to allow state personnel or 
citizens to interact with internal systems via vendor packaged mobile clients, or via XML or 
SOAP interfaces for data interaction.
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SECTION 1 – MTG DECOMPOSITION VIEWS 
The module decomposition view shows how the system can be broken down into units of 
implementation, and how functionality is allocated to those units. Elements of this view are 
modules or sub-systems. These MTG subsystems are summarized for each of the major 
processes-types according to the View template. 

1.0 Internet Access 
This section summarizes architecture and implementation options to deliver web-content and on-line 
services with extensions for wireless and mobile access.  

1.1 Information Access 
Business 
Requirements: 

Provide web content via the Internet, enterprise network, and their wireless 
extensions to the mobile workforce, business partners and citizenry as 
appropriate to the user/customers’ role, device, and configuration via the 
shared services of identity management and security, personalization and 
content transformation. 

This high-level business requirement has the following functional variants

1.1.1 Deliver Web Content 

1.1.1.1 Deliver Web Content to Wireless Devices 

1.1.2 Deliver Secured Web Content  

1.1.2.1 Deliver Secured Web Content to Wireless Devices 

Functional 
Specification: 

See MTG Requirements, Appendix D, Use Case Models. 

Assumptions:  Existing portal meets needs for html compliant browsers.  Content 
Transformation is needed to enable information access on WAP 2.0 / 
xHTML browsers, such as those supplied with Smart Phones, Cell 
Phones, and PDA’s. 

Architecture: Content Transformation Engines provide methods to access web content 
across multiple platforms. The engine will modify presentation to support 
rendering on non-html browsers.  The two most common protocols in use of 
devices such as cell phones and other hand-held devices are WML and 
XHTML.  WML is an older standard that is no longer being updated.  
XHTML is a modern standard, supported by WAP 2.0 and Microsoft 
Windows CE devices.  All manufactures are currently delivering, or have 
announced plans to device XHTML compliment devices. 
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Products in this space generally support automatic translation of HTML to a 
protocol that can be rendered by the client. Because the quality of the 
translation varies based upon the source html, transcoding of some HTML 
source documents may be needed to ensure usability on specific client 
devices.   

Dependencies  Application Services 

 Content Transformation 

 Security Services 

 Data Transport 

Issues/Notes:  

1.1.1 Implementation Options 

Microsoft Mobile Internet Toolkit 

Description: The Microsoft Mobile Internet Toolkit (MMIT) is an extension for 
ASP.NET that provides tools to write mobile Web applications for a wide 
variety of mobile browsers. The toolkit provides mobile device recognition, 
and automatically translates pages based on device capabilities.  Developers 
may create custom pages to improve usability and offer more functional 
application views, based upon specific device types.  

The ASP.NET server controls included with the toolkit render the 
appropriate markup (HTML 3.2, WML 1.1, cHTML) while dealing with 
different screen sizes, orientations and device capabilities.  

Analysis: Pros:  

No additional cost beyond Windows Server and Client Access License 
costs 

Uses standard ASP.NET development techniques to create custom page 
versions 

Cons: 

• Requires Microsoft ASP.NET application servers 

• xHTML support missing in current version 

• Requires additional application development for each device class 

Cost:  Included in Windows Server 2003 licensing costs 
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Dependencies:  Windows 2003 Server 

 .Net Framework 

 ASP .Net Mobile Extensions Toolkit 

 Activity Directory 

 Data Transport 

WebSphere Everyplace Toolkit 

Description: The Everyplace Toolkit for WebSphere Studio allows developers to extend 
enterprise applications to mobile devices.  Everyplace Toolkit builds upon the 
support for open Web standards (including Java, JSP, XML and Web 
Services) available in WebSphere Studio 

The Everyplace Toolkit includes content adaptation tools to adapt existing 
content to multiple markup languages supported by different devices.  The 
Everyplace Toolkit also includes portal/portlet tools to create, test, debug and 
deploy individual mobile portlets and web content and allow portlet rendering 
on mobile devices.  

Analysis: Pros: 

• No cost beyond WebSphere Studio 

• Tight Integration with WebSphere Portal 

• Ability to leverage existing WebSphere portlets in a mobile 
environment 

Cons: 

• Requires WebSphere Portal and WebSphere application server 

• Limited support for automatic protocol transformation 

• Requires additional application development for each device class 

Cost: Included in WebSphere Portal Server / WebSphere application server 
licensing cost 

Dependencies:  IBM WebSphere Application Server 

 IBM WebSphere Everyplace Toolkit 

 IBM WebSphere Integration (or other Enterprise level) Messaging 
Service 
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 LDAP Compliant Directory 

Net6 Application Gateway 

Description: The Net6 Application Gateway enables enterprises to leverage existing web 
content and applications and deliver them to a wide range of wired and 
wireless devices. The Application Gateway (AG) is used in conjunction with 
the Net6 Design Studio to transform these existing web-based applications 
into the proper format for interaction using wireless personal digital assistants 
(PDAs), two-way pagers, web-enabled cellular phones, and IP phones. 

Analysis: Pros: 

• Automatic Content Transformation 

• Visual Tool to customize transformation 

• Customized transformation doesn’t require any application changes 

Cons: 

• Requires additional hardware 

Cost: $7,000 for hardware appliance.  Each appliance supports 350 users. 

         $50,000 for 100 users floating license 

Dependencies:  Web/Portal Server 

1.2 Application Access 
Business 
Requirements: 

 

Provide on-line services via the Internet, enterprise network, and their 
wireless extensions to the mobile workforce, business partners and citizenry 
as appropriate to the user/customers role, device, and configuration via the 
shared services of identity management and security, personalization, content 
transformation, and remote application access delivery mechanisms. 

This high-level business requirement has the following functional variants

1.2.1 Deliver On-line Services 

1.2.1.1 Deliver On-line Services to Wireless Devices 

1.2.2 Deliver Secured On-line Services  

1.2.2.1 Deliver Secured On-line Services to Wireless Devices 

Functional See MTG Requirements, Appendix D, Use Case Models. 
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Specification: 

Assumptions:  Must map all security concerns if using a commercial carrier. VPNs 
available from numerous vendors. Payload management architectures 
available to wrap c/s applications for HTTP/S delivery such as Citrix, 
Openconnect, others. 

Analysis: Thin Client architecture retains user interface software on a client machine, 
but moves business logic (rule) software to a central application server 
platform. While the application server may require more computing 
resources due to the additional processing load that it must support, there is 
an reduction in the amount of computing resources required on the client 
machines. In addition, it is easier to distribute application software changes 
from a centralized application server than to physically distribute that 
software to client workstations using fat client architecture.    
 
A web-based thin client application uses HTTP for its core communication 
protocol and delivers application functionality via a web browser.  A Web 
Content server hosts the application as well as any static web content.  
Application processing and business logic occurs on a web application 
server.  The web application server interacts with data services as needed to 
retrieve data.   

Applications are executed over the network, requiring network connectivity 
to function.  The client will no longer be able to use the application if loss 
of network connectivity occurs. 

Application access describes methods used to run desktop application 
remotely.  The applications may live on a single users desktop, or on a 
several used by many users.  The applications may be accessed via a thick 
client application or via a web browser plug-in. 

Dependencies  Application Services 

 Content Transformation 

 Security Services 

 Data Transport 

Issues/Notes:  

Architectural Subtype: Thin Client Application  

Description: Mobile Thin Client applications generally have limitations beyond standard 
Thin Client applications.  While wireless-enabled laptops and tablets may user 
existing applications as-is, other devices like PDA’s and Cell Phone require 
some redevelopment. 
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Applications most be modified to support the differences in form-factor and 
client features.  Standard 800 by 600 or 1024 by 768 web pages will need to 
be broken into multiple pages of a device dependent resolution.  Client-side 
scripting such as VBScript or JavaScript will need to be converted to XHTML 
Basic, or a device specific scripting language.  XHTML and device specific 
scripting language do not support all JavaScript and/or VBScript features. 

Analysis: Pros and Cons, Costs 

1.2.1 Implementation Options 

Maps to wireless VPN and possibly payload management architectures such as Windows terminal 
services or web-to host. 

Implementation Option: Microsoft ASP.NET Web Application 

Description: ASP.NET is the latest version of Microsoft's Active Server Pages technology 
(ASP). ASP.NET is different than its predecessor in two major ways: it 
supports code written in compiled languages such as Visual Basic, C++, C#, 
and Perl, and it features server controls that can separate the code from the 
content, allowing WYSIWYG editing of pages. Although ASP.NET is not 
backwards compatible with ASP, it is able to run side by side with ASP 
applications.  

Analysis: Pros: 

• Develop using any .NET language 

• Support for legacy ASP applications 

• Automatic device recognition 

• Automatic page rendering based on device capabilities 

Cons: 

• Limited support for non-Microsoft platforms 

Cost:  Standard Windows License and CAL cost,  $2400 per Server, $28 per 
user 

Reference: http://msdn.microsoft.com/asp.net/ 

Implementation Option: Java Web Application 

Description: Several technologies are commonly used to to create J2EE web applications. 
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Java Server Pages  

JSP is a technology for controlling the content or appearance of Web pages 
through the use of servlet, small programs that are specified in the Web page 
and run on the Web server to modify the Web page before it is sent to the user 
who requested it. JSP is comparable to Microsoft's Active Server Page (ASP) 
technology. Whereas a Java Server Page calls a Java program that is executed 
by the Web server, an Active Server Page contains a script that is interpreted 
by a script interpreter (such as VB Script or JScript) before the page is sent to 
the user. 

Java Struts 

Java Struts is an open-source project that allows development of web 
applications using Java servlets with a Model-View-Controller (MVC) 
architecture.   The Struts framework supplies the Controller component 
integrates with other technologies for the Model and View.  For the Model, 
Struts can interact with standard data access technologies, like JDBC and 
EJB, as well as most any third-party packages, like Hibernate, iBATIS, or 
Object Relational Bridge. For the View, Struts works well with JavaServer 
Pages, including JSTL and JSF, as well as Velocity Templates, XSLT, and 
other presentation systems. 

Analysis: Pros: 

• Multiple Operating environments  

• Low cost open source tools available 

Cons: 

• Application server costs can be expensive 

Cost:  Application server licensing costs 

Reference: http://java.sun.com/products/jsp/

http://struts.apache.org/ 

Architectural Subtype: Remote Application Access  

Description: Application access describes methods used to run desktop application 
remotely.  The applications may live on a single users desktop, or on a several 
used by many users.  The applications may be accessed via a thick client 
application or via a web browser plug-in. 

Analysis: Pros and Cons, Costs 

References See below. 
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1.2.1 Implementation Options 

Microsoft Windows Terminal Server  

Description: Windows Terminal Server is part of the Microsoft Windows Server 2003 
product.  It allows end users to access application running on a remote server 
from multiple client devices.  These devices include desktop PCs, laptops, and 
hand-held devices.  This client software generally runs in the context of a web 
browser, although Java clients and thick clients also exist. 

This technology provides several key benefits: 

Reduced Total Cost of Ownership (TCO) is realized through a reduction in 
management cost associated with PC upgrades and maintain.  Software is 
upgraded at the server, reducing the number of visits each desktop.  PC 
Hardware upgraded may be delayed because processing is moved from the PC 
to a central server farm. 

Network Bandwidth needs are reduced.  Only key presses, mouse movements, 
and screen updates are transferred between the client and server.  The large 
amount of data transmitted between normal client server application remains 
in the data center.  Testing at Microsoft has shown that network usage 
converges on 1.5 KB's for users access applications via WTS.  This increases 
the number of users able share a network connection, as well as improving 
response time on low-bandwidth connections. 

Analysis: Pros: 

• No addition cost beyond Windows Server 2003 server and client 
access licenses. 

Cons: 

• No support for non-windows clients 

• Limited management tools and clustering support 

• Only allows access to a virtual desktop, not to individual applications 

Cost: Windows Server 2003 licensing costs 

Citrix MetaFrame 

Description: Originators of server based end-user computing software for Windows, Citrix 
has continued to improve and expand their product set.  They offer software 
to extend and enhance Windows Terminal Server.  Improvements include 
increased administrator support, improved client speed, and individual 
application access. 

The Citrix MetaFrame solution consists of three major components: 
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• Citrix MetaFrame Presentation Server: 
Provides a method to manage enterprise applications from a central 
location and access them from anywhere.  The product supports 
virtually any custom or commercially packaged Windows or Web 
application.  

• Citrix MetaFrame Password Manager:   
MetaFrame Password Manager provides password security and 
enterprise single sign-on access to Windows, Web and host-based 
applications.  Password Manager may be used to provide automatic 
logging into password-protected information systems, enforcement 
password policies, and automation of password changes.  

• Citrix MetaFrame Secure Access Manager:   
Citrix MetaFrame Secure Access Manager provides secure, single-
point access over the Web to enterprise resources, including 
client/server, legacy, and Web applications, Internet and intranet sites, 
documents, network file services, and XML-based Web services.  It 
allows encrypted access to enterprise application hosted with 
MetaFrame Presentation Server. 

Analysis: Pros: 

• Additional management tools 

• Improved clustering support 

• Client support for multiple operating environments, including 
Windows, Mac OSX, Linux, and Java 

• Allows publishing of individual applications 

Cons: 

• Additional Licensing cost 

Cost: $600 per user, $2000 per CPU, plus Windows Server 2003 and CAL 
licensing costs. 

References: http://www.citrix.com/ 
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2.0 Communication Services 
This section describes the architectural variants and implementation options for communication services 
with extensions for wireless and mobile access as defined in MTG Requirements, Section 4.4. 

2.1 Alerts 
Provide communication services via the Internet, enterprise network, and their wireless extensions to the 
mobile workforce, business partners and citizenry as appropriate to the user/customers’ role, device, and 
configuration via the shared services of identity management and security, personalization, content 
transformation with access to the following capabilities.  

This high-level business requirement has the following functional variants: 

2.1.1 Alerts for Emergency Management and Public Safety 
Business 
Requirements: 

2.1.1.1 Provide secure alerts to first, and second responders and 
supporting organizations  

Provide the capability to securely and reliably originate, propagate, and 
control alerts for public safety and emergency management first and 
second responders and support organizations within and across 
jurisdictions via a digital format that is standards-compliant. 

Functional 
Specification: 

See MTG Requirements, Appendix D, Use Case Models. 

Assumptions: As defined by the customer, the scope of “Alerts” has been limited to: 

a. Alert origination, propagation, and management 

b. An adjunct need for collaborative messaging in the context of 
incident management 

N.B. -- The reality of vendor offerings typically incorporates (usually as 
a suite) a broader range of capabilities including: 

c. Computer-Aided Dispatch (CAD),  

d. Overlay of GIS data, incident and  

e. Resource plotting and status 

Architecture: Most tools in this category support alerting and collaborative messaging 
(minimally) via either a hub-and-spoke architecture with the vendor serving 
as an application service provider (ASP), or via ad hoc peer-to-peer 
networks of inter and intra-jurisdictional operations groups. These product 
architectures are typically based on the following: 
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 Vendor supplied application and VPN clients  

 Strongly encrypted VPN’s (3DES, AES) 

 Proprietary or ‘standard-in the-making” protocols (CAP) 

 Authentication and access control services 

 Web services infrastructure  

 XML based proprietary or domain-specific standards (GJXDM)  or 
standard-in the-making (CAP) data formats for application integration  

 Message brokers, switches, and management services 

 File and database systems 

Assumptions:  This request for collaborative messaging is limited to the domain of 
emergency and incident management. The scope of architectural 
recommendations is therefore limited to this domain. Recommendations 
do NOT include those for the enterprise as a whole. 

 Given this limited scope, the shared (and more stringent) operational and 
security requirements of this domain, and the bundling of alerting and 
instant messaging capabilities in vendor offerings, the architectural 
recommendations for (1) Alerts and (3) Collaborative Messaging are 
addressed jointly.   

Architecture: Architectures for “collaborative messaging” solutions generally follow a 
client/server model in compliance with IETF RFC2778 as follows: 

 A client loaded on the end-user’s device: 

o Stores, distributes, and receives client state information from a 
remote presence service. 

o Sends instant messages to an instant message service for 
delivery with each message addressed to a particular instant 
inbox.  

 On the server side, two services, a presence service and an instant 
messenger service, support inquiries from the client.  

o The presence service accepts, stores, and distributes information 
about the state/settings of the client.  

o The instant messenger service accepts and delivers instant 
messages to user inboxes. 

 Vendor solutions typically extend this model as necessary to offer 
enhanced features/functionality such as the ability to add attachments, 
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communicate voice, video, and audio digital data formats.  

 Wireless extensions are incipient and currently leverage SMS 
capabilities for instant messaging. It is questionable as to whether such 
implementations are sufficiently robust to support real-time 
collaborative messaging at this time. 

Dependencies See Part I, Section 2.3.3. 

Issues/Notes: 1. The majority of these capabilities at the State level in Ohio are provided 
by a combination of LEADS, JREIS, and ATIXS. Since specifying a 
comprehensive DPS incident/emergency management package was not 
part of the charter, MTG requirements are limited to (a) and (b). 

2. Note that the process-type, Notifications addresses the sending of non-
emergency notices to users on a subscription basis. 

3. What restrictions need to be imposed on the forwarding of messages?  

4. Possibility of more comprehensive changes in tool suite motivated by 
DNR. 

2.1.1.1 Implementation Options 
Option: DMIS 

Description: Battelle has constructed a variety of web services which allow organizations 
to publish and subscribe to CAP alerts from numerous sources.  The recipients 
of these alerts include the public, first responders, hospitals, and situation 
managers at various levels in federal, state, and local government.  DMIS 
extends simple alert dissemination with the concept of the Collaborative 
Operating Group (COG).  A COG is a hierarchical group of responders and 
other authorized personnel which must be notified and made to collaborate on 
decisions when an event occurs.  Security is a key aspect of the COG concept, 
as the various group members involved in the decision making process 
usually have differing privilege levels. 

Analysis: Pros:  

 ASP model 

 AES NIST Compliant Cryptography 

 Full-featured EM product  

 Includes Instant Messaging and Chat 

Cons:  

 Instant messages are not themselves, encrypted. 
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Costs:  

 DMIS is available without charge through DHS. 

References http://www.cmi-services.org/ 

Options: VisionConnect 

Description: VisionCONNECT’s design is based on the following principles:  

• Official standards: VisionCONNECT is built on the Justice XML 3.0 
data standard, assuring a common data format for all integration 
needs. In addition, other standards, such as APCO Project 36 for 
CAD interoperability, are used as appropriate. These XML 
documents are manipulated via Web Services, the most widely-
accepted open standard for data communication. 

• De Facto industry standard: Microsoft BizTalk™ is used as the 
foundation for the VisionCONNECT platform. BizTalk™ provides a 
state-of-the-art foundation for integration processes based on Web 
Services.  

VisionCONNECT consists of two main components:  

• VisionXCHANGE: the “message broker” component of 
VisionCONNECT. It accepts data requests, performs integration-
related business processes, and returns integrated information.  

• VisionINFORM: the browser-based user interface component of 
VisionCONNECT. It provides visualization for the integrated data 
composed by VisionXCHANGE.VisionConnect initiative will be 
deployed in three phases.  

Analysis: Response is forthcoming from this vendor. 

References http://www.visionair.com

Options: HLS-RAM 

Description: "HLS-RAM HLS-RAM is affordable, easy to use, and easily adaptable to 
emergency situations of varying size and scope as a result of its standards-
based, DoD-compliant high level architecture. HLS-RAM supports complete 
Command and Control (C2) of real-world operations and gives on-site leaders 
and managers the ability to plan for and monitor multiple incidents 
simultaneously."  

• Employs a standards-based, open architecture  

• Features an intuitive GIS interface with interactive maps  
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• Runs on PCs or laptops  

• Meets user requirements with customization  

• Offers variable run time (3600:1) and complete event logging  

• Portrays HAZMAT and WMD events  

• Supports air-land-sea operations  

• Provides mail, messaging, and report capabilities 

Analysis: Out of scope. 

References http://www.atsva.com 

Options: Groove Networks 

Description: “Groove software's unique decentralized architecture provides an agile, secure 
and extensible collaboration infrastructure to support inter-agency decision-
making. The software, which is used by more than 40 government 
organizations, provides secure communication across unsecure networks, 
supports mobile use, is self-synchronizing and isn't vulnerable to attack, 
because it doesn't have a single point of failure.” 

The Virtual Office product provides: 

• Voice and video conferencing,  

• Document and application sharing,  

• instant messaging 

• whiteboard functionality 

Analysis: Out of scope. 

References http://www.groove.net 

2.1.2 Propagate Alerts to Citizens 
Business 
Requirements: 

2.1.2 Extend one-way alerting capabilities to citizens via wired and 
wirelessly enabled devices. Must include security controls and recall of false 
alarms. 

Functional 
Specification: 

See MTG Requirements, Appendix D, Use Case Models. 

Assumptions:  In the event of a real disaster, encryption of true alerts is a mute point 
(though one would say that of incident management messaging), so no 
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encryption is required for broadcast alerts from distributors to citizens 

 The communication channel from alert originators to wireless message 
broadcasters must be secure to ensure authenticity and integrity of 
original alerts.  

Architecture: Tools in this category provide a bridge from the alerting system to public-
switched telephone networks (PSTN) to broadcast voice alerts to telephone 
service subscribers, or to digital voice and data networks (PCS, etc.) in order 
to send text messages to wireless devices.  

a. Former case is out of scope. 

b. In the later case, such inter-carrier messaging (ICM) providers 
address number-portability and variation in delivery formats and 
character set constraints to bridge the different carriers so SMS 
messages can be sent to any text-capable mobile device.  

Issues/Notes: 1. Alerts for citizens are defined as an optional extension of public 
safety/emergency management alerting capabilities. 

2. Digital Ohio representatives have expressed concerns regarding public 
broadcasting of un-requested alerts and ensuing disruption, irritation, 
and panic in daily life.  

3. The process-type, Notifications addresses the sending of non-emergency 
notices to users on a subscription basis. 

4. Propagation of alerts to citizens via mobile and wireless capability is 
limited to the penetration of mobile and wireless infrastructure in the 
general population, (the point being that broadcasting through traditional 
channels may be more effective). 

5. In the event of a real disaster, encryption of true alerts is a mute point 
(though one would say that of incident management messaging), so no 
encryption is required for broadcast alerts from distributors to citizens. 

2.1.2.1 Implementation Options 
Options: Ombek XMS-Publicast 

Description: XMS PubliCast™ delivers local alerts such as Amber alerts, school closures, 
severe weather, road conditions, blackouts and others to every cell phone and 
pager within a specified city, county or state without regard to the variety of 
mobile carriers operating in the targeted geographical area via Ombek’s 
proprietary number locality technology. 

Analysis: In the case of Ombek’s XMS-Publicast, for example, an Application Service 
Provider (ASP) model is used to provide ICM alert broadcasting services to a 
jurisdictional authority (DPS, EMA) via a web-based management console. 
Manual targeting can be configured geographically to the affected area from 
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the console. Alternatively, the system accepts CAP compliant messages from 
the originating alert system via a web-services interface for automation. 

References http://www.ombek.com/web/publicast.html 

Options: InterAct Emergency Notification system 

Description: InterAct's Emergency Notification (EN) delivers messages and warnings to 
telephone subscribers, while simultaneously recording responses from call 
recipients. EN is designed to use various public safety databases ranging from 
Telephone Subscriber Databases to pre-defined groups. The system is 
equipped with a seamless interface to our suite of public safety products, 
including full functionality from our GIS Module. EN includes extensive 
management options for generating detailed reports on out-bound calls, 
responses from call recipients, and summary reports.  

EN's 9-1-1 Alert automatically transmits pre-recorded emergency messages to 
every caller on record ensuring complete distribution of the emergency 
message to all. Any situation can be covered: tornadoes, hurricanes, flash 
floods, chemical spills, and more - EN simplifies the act of warning the public. 

Analysis: Out of scope. 

References http://www.interactsys.com/index.cfm?fuseaction=Products.ProductInfo&Pro
duct=EN 

2.2 Instant Messaging 
Business 
Requirements: 

2.2.1 Provide secure instant messaging 

Provide secure and reliable instant messaging capabilities to public safety 
and emergency management first and second responders and members of 
support organizations to communicate with each other individually in real-
time both within and across jurisdictions. 

2.2.2 Provide secure group conference capabilities  

Extend secure and reliable instant messaging capabilities to public safety 
and emergency management first and second responders and members of 
support organizations to communicate with multiple individuals in real-
time (chat) both within and across jurisdictions. 

2.2.3 Provide presence service  

Provide the ability to detect whether other users are online and whether or 
not they are available (presence). 

Functional 
Specification: 

See MTG Requirements, Appendix D, Use Case Models. 
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Assumptions:  This request for collaborative messaging is limited to the domain of 
emergency and incident management. The scope of architectural 
recommendations is therefore limited to this domain. Recommendations 
do NOT include those for the enterprise as a whole. 

 Given this limited scope, the shared (and more stringent) operational and 
security requirements of this domain, and the bundling of alerting and 
instant messaging capabilities in vendor offerings, the architectural 
recommendations for (1) Alerts and (3) Collaborative Messaging are 
addressed jointly.   

Architecture: Architectures for “collaborative messaging” solutions generally follow a 
client/server model in compliance with IETF RFC2778 as follows: 

 A client loaded on the end-user’s device: 

o Stores, distributes, and receives client state information from a 
remote presence service. 

o Sends instant messages to an instant message service for 
delivery with each message addressed to a particular instant 
inbox.  

 On the server side, two services, a presence service and an instant 
messenger service, support inquiries from the client.  

o The presence service accepts, stores, and distributes information 
about the state/settings of the client.  

o The instant messenger service accepts and delivers instant 
messages to user inboxes. 

 Vendor solutions typically extend this model as necessary to offer 
enhanced features/functionality such as the ability to add attachments, 
communicate voice, video, and audio digital data formats.  

 Wireless extensions are incipient and currently leverage SMS 
capabilities for instant messaging. It is questionable as to whether such 
implementations are sufficiently robust to support real-time 
collaborative messaging at this time. 

Issues/Notes: 1. EMA currently uses ATIXS for chat conferencing  

2. This request for collaborative messaging is limited to the domain of 
emergency and incident management. The scope of architectural 
recommendations is therefore limited to this domain. 
Recommendations do NOT include those for the enterprise as a whole. 

3. Given this limited scope, the shared (and more stringent) operational 
and security requirements of this domain, and the bundling of alerting 
and instant messaging capabilities in vendor offerings, the architectural 
recommendations for Alerts and Instant Messaging will be addressed 
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jointly.   

2.2.1 Implementation Options 
See above. 

 

2.3 Notifications 
Business 
Requirements: 

2.3.1 Provide subscription based notifications 

2.3.1.1 Provide subscription based notifications via email 

2.3.1.2 Provide subscription based notifications via messaging 

Functional 
Specification: 

See MTG Requirements, Appendix D, Use Case Models. 

Assumptions:  This is assumed to be a Web-based service as no requirements were 
specified for support of Interactive Voice Response (IVR). 

 Communications are one-way unicast via email or text messaging by 
subscription. No confirmation of delivery to the host is required. 

 Client applications will be (re)tooled to create a mail with supporting 
links/attachments to fulfill the notification process and leverage the 
common service. 

Architecture: A layered view of this capability identifies the following: 

 Presentation services that allow end-users to manage their notification 
lists and delivery modes in implementations commensurate with existing 
web-site/portal infrastructure (JSP, ASPX, servlets, and local classes, 
etc.)   

 Application services for persistence and management of user profile 
information 

 Storage for user profile information 

 Notifications services for dispatching user messages via email and SMS; 
WAP aggregator for WAP Push as appropriate. 

 Logging and reporting services for notification audits 
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Dependencies: 1. Redesign and extend existing portal capabilities to support the 
notification subscriptions service ( candidates) 

2. Buy or buy and integrate a notification dispatcher and WAP aggregator. 

 Leverage the consolidated email infrastructure to manage/route 
outbound mail traffic. 

Issues/Notes: 1. Support non-emergency notifications only. 

2. Network and mail services of the client are supplied by the end-user. 

3. This is assumed to be a Web-based service as no requirements were 
specified for support of Interactive Voice Response (IVR). 

4. Communications are one-way unicast via email or text messaging by 
subscription. No confirmation of delivery to the host is required. 

5. Client applications will be (re)tooled to create a mail with supporting 
links/attachments to fulfill the notification process and leverage the 
common service.  

6. N. B. -- Notifications are distinguished from “alerts”, by their non-
emergency nature, and the fact that, they are subscription services. 
Digital Ohio representatives have expressed concerns regarding public 
broadcasting of un-requested messages and possible ensuing disruption, 
irritation, and panic in daily life. A subscription list remains to be 
determined (see Issues). 

7. Can we assume that a better way to do this is to consolidate services on 
the portal under user profile?  

8. What services other than license and registration renewal should be 
targeted? 

Architectural Subtype: Email 

Description: E-mail is electronic messaging that uses standard conventions for addressing 
and delivering content across the Internet. An e-mail message has three parts: 
a header, a message, and attachments (documents or computer readable files). 
The header contains much technical information about the source and the 
route the message took from sender to recipient.  The content contains the text 
of the actual message.  Attachments contain any files sent with the message. 
 
Receipt confirmation is not possible with e-mail notifications.  While some e-
mail systems support delivery receipt, this support is not universal.  

Analysis: Pros: 

• Leverages existing email installation 
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• Message may be encrypted 

Cons: 

• Email client required on receiving device 

Cost: None beyond email infrastructure costs 

Architectural Subtype: WAP Push 

Description: WAP Push is based on the traditional client/server model but in contrast to the 
ordinary pull technology there is no explicit request from the client before the 
server transmits its content. 
 
The notification message is sent from the notification dispatcher to a WAP 
aggregator.  The WAP aggregator is a third party product that interfaces with 
multiple wireless providers’ networks, allowing WAP messages to be placed 
on their network.  
 
A push operation in WAP is accomplished by allowing a Push Initiator (PI) to 
transmit push content and delivery instructions to a Push Proxy Gateway 
(PPG), which then delivers the push content to the WAP client according to 
the delivery instructions. The PPG is typically a WAP Gateway with support 
for WAP Push. The PI is typically an application that runs on an ordinary web 
server. It communicates with the PPG using the Push Access Protocol (PAP). 
The PPG uses the Push Over-the-Air (OTA) Protocol to deliver the push 
content to the client. 
 
PAP is based on standard Internet protocols. XML is used to express the 
delivery instructions, and the push content can be any MIME media type.  
Message delivery is guaranteed, and a delivery receipt will be returned.  

Analysis: Pros: 

• Message may be encrypted 

• Guaranteed message delivery 

Cons: 

• Wireless vendor specific methods to send messages 

• Requires Aggregator to manage sending messages to multiple 
wireless vendor networks 

Cost: WAP Aggregator cost varies depending on number of wireless networks 
to be accessed, and on the wireless vendors. 
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Architectural Subtype: SMS 

Description: Abbreviated as SMS, the transmission of short text messages to and from a 
mobile phone, fax machine and/or IP address. Messages must be no longer 
than 160 alpha-numeric characters and contain no images or graphics.  
 
The notification dispatcher sends the notification message to the wireless 
provider via their SMTP gateway.  Once a message is sent, it is received by a 
Short Message Service Center (SMSC), which must then get it to the 
appropriate mobile device.  
 
To do this, the SMSC sends a SMS Request to the home location register 
(HLR) to find the roaming customer. Once the HLR receives the request, it 
will respond to the SMSC with the subscriber's status: 1) inactive or active 2) 
where subscriber is roaming.  
 
If the response is "inactive", then the SMSC will hold onto the message for a 
period of time. When the subscriber accesses his device, the HLR sends a 
SMS Notification to the SMSC, and the SMSC will attempt delivery.  
 
SMS Messages cannot be encrypted, and receipt verification is not possible. 

Analysis: Pros: 

• Messages may be sent to any wireless network via SMTP message 

• Wide wireless vendor and device support 

Cons: 

• Message may not be encrypted 

• Delivery is not guaranteed 

• SMS standard not consistently implemented by wireless vendors 

• Limited message size: 160 characters standard, but varies with vendor 
implementation 

Cost:  None beyond email infrastructure costs 

2.3.1 Implementation Options 

Option: Email and WAP Push 

Description: Email and WAP Push offers a good combination of notification options.  
Email notification will reach most users, while WAP Push offers guaranteed 
message delivery to mobile users. 
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Analysis: Pros: 

• Messages may be encrypted 

• Guaranteed message delivery 

• Message delivery to email and wireless users 

Cons: 

• Requires WAP Aggregator  

Cost:  WAP Aggregator cost 

2.4 Mail and Schedule Services (Deferred) 
Business 
Requirements: 

2.4 Provide remote access to electronic mail and schedules for State 
Employees 

Provide the state mobile workforce with access to electronic mail and 
schedules as appropriate to role. 

Functional 
Specification: 

See MTG Requirements, Appendix D, Use Case Models. 

Assumptions: Services should be standardized based on email consolidation project. 

Architecture: Deferred to email consolidation project. 

Dependencies: Deferred to email consolidation project. 

Issues/Notes: 1. Respondent’s mention of mail and scheduling services in the JAD 
sessions for work-distribution requirements and schedule adjustments 
for inspections, audits, and other field-based work activities indicates a 
more fundamental need for workflow in these areas. This need is 
addressed under in 6.0, Electronic Document Collection.  

2. Services should be standardized based on email consolidation project. 
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3.0 Electronic Data Collection 
This section describes the architectural sub-types and implementation options for electronic data 
collection with extensions for mobile/wireless access. The general requirement follows: 

Provide roundtrip electronic data collection capabilities via the Internet, enterprise network, and their 
wireless extensions to the mobile workforce, business partners and citizenry as appropriate to the 
user/customers’ role, device, and configuration via the shared services of identity management and 
security, personalization, content transformation, document and workflow management.  

Five (5) variants addressed in the section below, all of which involve a general model of locating and 
obtaining a template, optionally provisioned with data of record, which is than completed in either on-
line or off-line mode, and then submitted for further processing and fulfillment of a task by a service or 
human resources.  

This high-level business requirement has the following functional variants: 

3.1 (On-line) Service Requests 

Business 
Requirements: 

3.1 Request Services 

Provide users with the capability to request services from a provider 
organization, via the submission of forms data (and payments), with the 
issuance of receipts and tracking information as required. 

Functional 
Specification: 

See MTG Requirements, Appendix D, Use Case Models. 

Assumptions:  Delivery via web portal infrastructure as today 

 Integration at service agency required (in some form) 

 Detailed process flows and requirements needed for working 
implementation. 

 Not applicable to requests requiring notarization/digital signing (note) 

Analysis: The great majority of web-based service requests available today via 
ohio.gov are based on a process in which a user identifies and downloads a 
PDF form, prints it, completes the hardcopy and returns it via US Mail, or in 
some cases for business partners, via fax. In some few cases, these services 
are rendered as HTML forms-based applications. 

Providing a standard solution set to the development of web-based service 
requests, and the automated or semi-automated roundtrip processing of their 
fulfillment, would decrease processing time, and increase the volume of 
requests that could be processed per unit time. A standard approach would 
also result in greater distribution of this functionality and less development 
time on a per application basis, placing expertise in the hands of subject 
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matter experts. 

Outsourcing such e-government services provides an additional possibility. 

Architecture: See Figure 3.1 

Key components of this architecture include  

N.B. Certain architectural solutions suggest/impose organizational and job-
role impacts at the state department and agency level, and these impact not 
only IT departments, but directly engage SMEs for form preparation data 
management. The use of Adobe Electronic forms, or even InfoPath could 
result in considerable shift in responsibilities, and in some cases, 
consolidation. 

Dependencies:  Asynchronous Data Transport (Bus) 

Extensions (optional): 

 Document Management System  

 Workflow 

Issues/Notes: 1. This is a candidate for support via a document management solution as 
forms, whether templates or completed instances, must be searched, 
managed, and archived. 

2. This is a ready candidate for workflow as completed and submitted 
forms must be routed, tracked, and managed through service fulfillment 
process from start to finish. 

3.1.1 Implementation Options 

Option: Adobe Reader Extensions  

Description: Cost effectively extend document-based processes outside your organization 
Adobe® Reader® Extensions Server software allows you to easily share 
interactive, intelligent Adobe PDF documents with external parties — without 
requiring respondents to invest in costly software. With Reader Extensions, 
you can extend your document-based processes outside your business, while 
accurately capturing critical data from customers, partners, constituents, and 
colleagues. 

 Activate hidden functionality within Adobe Reader  

 Enable end users to save, fill in, annotate, sign, and submit PDF 
documents  

 Streamline collaboration for document reviews  

 Automate data capture with electronic forms, enabling anyone to 
complete and submit forms online or offline  
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 Provide enhanced security with digital signatures  

Analysis: Provides a ready solution to extend the current inventory/deployment of 
Adobe PDF state forms used for softcopy distribution and mail or fax 
completion to a round-trip electronic forms system.  

Costs: $49 per user MSRP, Enterprise licensing available at the time of 
research (August 2004), $2M for all State employees, students, and citizens. 

References http://www.adobe.com/products/server/readerextensions/main.html 

3.2 Inspections & Audits 
Business 
Requirements: 

3.2 Inspections and Audits 

Provide the mobile workforce of inspectors, auditors, and caseworkers 
with the ability to conduct round-trip electronic data collection and 
management for the range of compliance targets such as mechanical 
systems, building or construction sites, service agencies, grant 
applicants/recipients, including support for workflow for process 
management. 

Enable a mobile field staff employee to be able to: 

3.2.1 (Securely) obtain an inspection form or ticket 

3.2.3 Collect inspection/audit/compliance data electronically  

3.2.3 Manage the incomplete and complete forms for correctness 

3.2.4 Where required, provide the customer with a receipt 

3.2.4.1 Electronically 

3.2.4.2 Via a pre-printed acknowledgement  

3.2.4.3 Via dynamically generated receipt that is printed on-demand 

3.2.5 Routing the inspection/audit/compliance  

3.2.6 Tracking of the workflow  

3.2.7 Generate a compliance certificates  

Functional 
Specification: 

See MTG Requirements, Appendix D, Use Case Models. 

Architecture: Certain architectural solutions suggest/impose organizational and job-role 
impacts at the state department and agency level, and these impact not only 
IT departments, but directly engage SMEs for form preparation data 
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management. The use of Adobe Electronic forms, or even InfoPath could 
result in considerable shift in responsibilities, and in some cases, 
consolidation. 

Forms-based Architectures 

Electronic Forms is a generic term for technology that allows paper forms to 
be converted to a digital format and handled electronically.  These forms 
may we web based, or more commonly, they may use an application located 
on the client.  This technology typically provides several key features: 

Smart-client  

A Smart Client is an application that uses local processing, consumes XML 
Web Services and can be deployed and updated from a centralized server.  

Issues/Notes: 1. DOC has expressed a preference for tablet PCs. Work-styles require a 
larger format, store and forward device, for field deployment. Tablets 
offer the ideal footprint, however, such devices are currently costly 
($1300 to $3400). 

2. Many inspectors work from their homes throughout the state and only 
periodically check into regional offices limiting the cost savings of 
pooled devices. 

3. This is different from Document Management in that, it is a two-way 
transaction, but synchronous or asynchronous 

4. It may rely on the document management solution in part, as forms, 
whether templates or completed instances, still must be managed – 
stored, tracked as to disposition, retrieved, and routed 

Architectural Subtype: Forms  

Description: Electronic Forms is a generic term for technology that allows paper forms to 
be converted to a digital format and handled electronically.  These forms may 
we web based, or more commonly, they may use an application located on the 
client.  This technology typically provides several key features: 
 
Field Validation -- Fields are validated as they are entered, reducing data 
entry errors. 
 
Integration with Workflow -- Completed forms can be submitted for 
processing, with multiple approval steps and automated data entry into 
enterprise systems. 
 
Electronic Signing -- The form will capture the users electronic signature, 
allowing users to approve the completed form. 

Analysis:  
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Dependencies: Web Portal, Security, Document Storage, Workflow (opt) 

3.2.1 Implementation Options 
For example, the implementation view for Inspection/Audit permits at least three implementations for 
this architecture. Smart-clients could be realized as .Net or Java client/server applications. Electronic 
forms could be realized as Adobe eForms, MS Infopath or Excel spreadsheets, or other proprietary 
implementations. 

Architectural Subtype: Forms  

Description: Adobe® Form Server software enables organizations to intelligently capture 
information to streamline form-driven business processes through 
automation. Whether users are online or offline, internal or external, Adobe 
Form Server lets organizations deploy secure XML-based forms as Adobe 
PDF or HTML over any platform or device — from PCs to handhelds — 
without requiring any new software or plug-ins. 

 Securely extend core business processes beyond the organization  

 Leverage dynamic sub-forms for data capture to improve user 
experiences and data accuracy  

 Automate forms processing with instant client- and server-side 
validations and calculations  

 Complete and submit forms online or offline  

 Enable compliance with government accessibility requirements for 
online forms 

Analysis: Pros:  

 Integrates well with existing state inventory of PDF based forms and 
documents. 

 Provides form/data population and extraction on the fly via templates 
and XML, reducing storage requirements. 

 Server is designed to support high-volume transactions (assuming 
commensurately sized hardware (2CPU) 

 Supports either Windows or Unix platforms, including open source. 

 A government and industry standard for forms-based automation 

 Forms are SME/end-user configurable using Designer IDE 

Cons:  
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 Product line is undergoing some revision 

 Economies of scale are achieved through volume 

Costs:  Approx. $17,000 per CPU with minimum 2 CPU license. 
Government/institutional discount rate estimated at 18%. Annual 20% 
maintenance fee for updates. 

References http://www.adobe.com/products/server/formserver/main.html 

Option: Microsoft Office InfoPath 2003  

Description: Microsoft's Office InfoPath 2003 is an electronic forms processing client, as 
well as a form creation tool.  It supports all of the features described above, as 
well as tight integration with Microsoft's SharePoint Portal Server 2003 and 
Windows SharePoint Services for Window Server 2003.  These integrations 
allows for easy browser-based access to data collected from InfoPath forms. 

Analysis: Pros: 

• Integration with Microsoft Office System 2003 

• Integration with Sharepoint Portal 2003 

Cons: 

• Limited to Windows 2000, Windows XP client operating systems 

• No support to complete InfoPath forms via web page 

Cost:  $180 per user 

References http://office.microsoft.com/en-us/FX010857921033.aspx 

Architectural Subtype: Smart Clients  

Description: A Smart Client is an application that uses local processing, consumes XML 
Web Services and can be deployed and updated from a centralized server.  
 
A smart client normally has the following characteristics:  
 
Local Resource Utilization 
  
A smart client application always has code artifacts on the client that enable 
local resources to be utilized.  A smart client may take advantage of the local 
CPU, local memory or disk, or any local devices connected to the client, such 
as a telephone, bar-code/RFID reader, and so on. But it may also take 
advantage of local software, such as Microsoft Office applications, or any 
installed line-of-business (LOB) applications that interact with it.  
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Connected  
 
Smart client applications form part of a larger distributed solution. Generally, 
this means that the application interacts with a number of Web services that 
provide access to data or an LOB application. Very often, the application has 
access to specific services that help maintain the application and provide 
deployment and update services.  
 
Offline Capable  
 
Smart client applications are made to work even when the user is not 
connected to a network. For applications running in occasional or intermittent 
connectivity situations, such as those used by traveling workers or even those 
running on laptops, tablets, PDA's, and so on, where connectivity cannot be 
guaranteed at all times, being able to work while disconnected is essential. 
Even when the client is connected, the smart client application can improve 
performance and usability by caching data and managing the connection in an 
intelligent way.  This is accomplished via a Message Queue component which 
stores data to be sent to the server application components, as well as caching 
data for use on the client. 

Analysis: Pros and Cons, Costs 

References http://office.microsoft.com/en-us/FX010857921033.aspx 

Option: .Net Smart Client   

Description: Microsoft provides multiple technologies to support the development of smart 
clients.  These technologies include: 

 The .NET Framework, which provides developers with a managed 
execution environment for creating applications that target multiple 
devices, including Windows and Windows CE based devices. 

 The Offline Application Block which provides methods to detect the 
presence or absence of a network, cache the required data so the 
application can function while offline, and synchronize the client 
application state and /or data with the server when the application goes 
online again. 

Analysis: Pros: 

• Tools provide standard solution to data transfer, synchronization, and 
network availability management. 

• Clients may be developed using any .NET support language (i.e. C#, 
C++, Visual Basic) 
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• Server-side may be developed using any tool supporting Web 
Services 

Cons: 

• Application will only support Microsoft Client Operating Systems 
(Windows Family, Windows CE Family) 

Cost:  Varies based on application 

References http://www.microsoft.com/net/products/client.asp 

Option: Java Smart Client   

Description: Java Smart Clients are typically developed using J2EE for use on Windows 
and Linux mobile devices, and with J2ME for use on cell phones,PDAs and 
other small mobile devices.   

Java Smart Client frequently use The Open Service Gateway initiative (OSGi) 
framework to remotely manage the application life cycle, including over-the-
network deployment and updating. 

Java doesn’t currently have a standardized method of data transfer.  Each 
application creates custom data transfer and management methods. 

Analysis: Pros: 

• OSGi provides standard method to remotely manage application 
lifecycle 

• Java Web Start provides standard method to install client application 

• Application will run and any operating system supporting the Java 
framework required to run the application (i.e. J2EE, J2ME). 

• Server-side may be developed using any tool supporting Web 
Services 

Cons: 

• Application may only be developed using Java language 

• No prepackaged solution for data transfer, synchronization, and 
network availability management. 

Costs:  Varies based on application 

References http://java.sun.com/features/2002/04/endtoendtalk.html 
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3.3 Inventory Management 
Business 
Requirements: 

3.3 Inventory Management 

Provide state employees with ability to do systems-based inventory 
management -- to collect or verify the existence, type, number and 
condition of an asset from a place of storage or deployment (e.g., 
warehouse or field) for a predefined set of attributes (via a template) -- 
both on- and off-line (with synchronization capabilities) as required by 
context (availability of network connectivity). 

3.3.1 On-line via remote applications access 

3.3.2 Off-line applications with synchronization capabilities 

Functional 
Specification: 

See MTG Requirements, Appendix D, Use Case Models. 

Assumptions:  May be completed via on-line via thin-client application access 
where application and network connectivity are available (see 
“Application access”). 

 May be completed off-line using electronic data collection 
infrastructure. 

Architecture: 1. The inventory processes can be supported by three different 
architectures depending on context of application and the nature of the 
inventory application: 

a. This is another form of electronic data collection, but with the 
difference that the context of application is more likely to 
support access to (near) real-time inventory tools and 
repositories via the state network as extended by wireless access 
points deployed to data centers, and other sites that warehouse 
state assets such as lots, garages, and yards. The principal driver 
here is the device used in the data collection, and whether is can 
support the native application client, or some intermediary such 
as an ICA thin- or thick-clients, or RDP clients. 

b. Where locations are not linked to the state network directly, but 
are within the range of wireless internet access, thin- or thick-
clients could be used to connect to the web-enabled interfaces of 
inventory applications, or client server applications enabled via 
web-to-host or Windows Terminal Services solutions across 
HTTP/S as required. The recommendation for this variant, then, 
is for portal-based application access (for centralization of 
control) via WTS and similar tools depending on the nature of 
the application. 

c. A third variant is similar to that of inspection and audits, where 
no network connectivity can be assumed and all information 
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may need to be connected in off-line mode. Data is 
synchronized between the device and the repository when 
connectivity can be established. The architecture in these cases 
is similar to that of electronic forms, where previous inventory 
data can be populated into inventory check lists, and 
downloaded to the client prior to the site visit.    

2. In at least one instance (SNS stockpile), the requirement is for real-time 
inventory management in the field in the context of emergency 
management which requires mobility. 

Dependencies: See 1.2 Application Access and 3.0, Electronic Data Collection.  

Issues/Notes: 1. Per Dan Orr, the State is currently in the process of defining 
requirements for the “mother-of-all inventory systems.” Any solution 
probably needs to be commensurate with this initiative. 

2. MARCS has stated the intention to extend their existing trouble 
management implementation, a Remedy application, to handle MARCS 
inventory requirements. This could be a good candidate for WTS via 
commercial wireless. 

3.3.1 Implementation Options 

Option: Application Access  

Description: See Section 1.2. 

Analysis: Pros and Cons, Costs 

References See previous. 

Option: Electronic Data Collection      

Description: See Section 3.0. 

Analysis: Pros and Cons, Costs 

References See previous. 

3.4 Remote Sensing (Deprecated) 
Business 
Requirements: 

3.4 Remote Sensing  

Provide the capability to transmit rain and stream gauge data to 
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aggregation and analysis systems over existing proprietary or 
commercial wireless networks as available  

Functional 
Specification: 

See MTG Requirements, Appendix D, Use Case Models. 

Assumptions: The existing networks of rain and stream gauges are not currently configured 
as autonomous field sensing networks, or their current configurations are 
inadequate based on customer reports (an open issue). 

Architecture: See http://www.afws.net/

Dependencies: Existing networks leverage a patchwork of RF, microwave, and satellite 
communication systems, both public and private. 

Issues/Notes: 1. Existing networks leverage a patchwork of RF, microwave, and satellite 
communication systems, both public and private. 

2. Given the existence of IFLOWS/AFWS (http://www.afws.net/), and 
USGA (http://waterdata.usgs.gov/oh/nwis/rt) field sensor networks, data 
aggregation and analysis, and presentation capabilities today, a 
clarification of the requirement was sought from both DNR and EMA 
contacts without response. The following questions were posed: 

a. Is the present deployment of rain and flood gauges sufficient in 
number and distribution to support relevant data collection for 
emergency management purposes (flood prediction and 
control)? If number and distribution are inadequate, how so? 
[Client Distribution and Coverage] 

b. Is the present deployment of rain and flood gauges sufficient in 
kind, that is, to what degree (a percentage) are these capable of 
real-time data transmission? What percent are based on manual 
data collection? [Client Suitability] 

c. To what extent is the need for real-time reporting from rain and 
flood gauges a result of inadequacies in wireless/radio network 
capabilities? How can we characterize the existing network of 
real-time enabled devices? [Network Capability] 

d. To what extent (if any) does the Ohio EMA utilize 
IFLOWS/AFWS (or other) flood forecasting service and 
software? [Application Services] Is the real-time station 
reporting on their portal utilized in any systemic way? 

e. What issues are preventing or delaying further integration and 
federation with a NWS model for flood alerting and disaster 
prevention in Ohio? 
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f. Are AFWS and STORMS adequate to the needs of weather 
condition/flood alerting and disaster prevention in Ohio? What 
suggestions would be made for their improvement? 

3.5 Surveys (Deprecated) 
Business 
Requirements: 

3.5 Surveys 

Enable a surveyor to collect field data, down-load, or up-load data for 
mapping overlays including GIS data. 

3.5.1 On-line 

3.5.2 Off-line 

Functional 
Specification: 

See MTG Requirements, Appendix D, Use Case Models. 

Assumptions:  DNR has an application to support sophisticated field reporting 
including the download and overall of GIS data. 

 Such an application could be hosted in the MTG application services 
environment and delivered remotely via application access. 

Architecture: Dependent upon application, but see Section 1.2, Application Access for 
possible delivery strategies. 

Dependencies: Same as Section 1.2 and Section 3.0. 

Issues/Notes: 1. Insufficient requirements from the client. DNR has proposed a vendor 
solution. 

3.5.1 Implementation Options 

Option: Application Access  

Description: See Section 1.2. 

Analysis: Pros and Cons, Costs 

References See previous. 

Option: Electronic Data Collection      

Description: See Section 3.0. 

Battelle / ICC  August 2004 35



MTG Architecture 

Analysis: Pros and Cons, Costs 

References See previous. 
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4.0 Document Management 
Business 
Requirements: 

4.0 Document Management 

Provide document portability and management solutions via the 
Internet, enterprise network, and their wireless extensions to the mobile 
workforce, business partners, and citizenry as appropriate to the 
user/customers’ role, device, and configuration via the shared services of 
identity management and security, personalization, content transformation 
(where appropriate2), and workflow.  

This high-level business requirement has the following functional 
variants: 

4.1 Provide Access to Documents  

4.1.1 Provide Secure Access to Documents 

4.2 Provide Document Management 

4.2.1 On-line 

4.2.2 Locally  

4.3 Support the Document Management Lifecycle 

Assumptions:  A document management service (DMS) should support the 
organization of both reference documents and forms. 

 A DMS is a common service supporting the needs of the enterprise. 

 Provisioning a DMS as a common service presumes a consolidated 
infrastructure with redundancy for disaster recovery (DR) and high 
availability (HA).  

Architecture: Key for MTG is the ability to support client-side document management and 
assessment via a reader with a range of capability, but a small footprint. The 
most widely available today is Adobe Acrobat Reader. Coupled with the 
predominance of PDF as the format for forms and government documents, 
The Adobe solution would be recommended for clients as it is available to 
end-users at no costs and requires little client-side maintenance (vs. 
Microsoft Reader which has little penetration and targets a commercial 
publications market, or MS Word, which has significant costs). 

                                                      

2 Where appropriate is an acknowledgement that the limitations of bandwidth, memory, and form-factor may simply 
be insufficient to download and manage certain types of documents (i.e., cell-phones do have limitations). 
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There are minor differences between DMS vendors, but high-level 
architectures are largely the same. Server-side DMS must clearly support 
storage and search capabilities of the PDF format, but also the full range of 
documents to be useful across the organization. 

Dependencies: Web Portal, Security, Storage, Client, device storage and processing 
capabilities 

Issues/Notes: 1. Given the information available to date, the state has no centralized 
document management system (or policy). Documents for the State of 
Ohio portal appear to be stored in a file system providing only list and 
inspection document searching, or in some cases, link to distributed 
repositories with rudimentary search capabilities (e.g., BMV license 
records) or out-sourced management of state code (Anderson’s, a true 
DMS).  

2. We need an inventory or at least an interview with a knowledgeable 
party familiar with the state of the State’s current DMS infrastructure.  

3. Consultation of reference documentation must be supported in the field 
were a user may be un-tethered with no connectivity via wireless or 
wire-line connection during some (critical) working time. 

4. System must support restricted access to some documents for some 
groups requiring authentication of some type (single or multi-factor). 

5. System must support strong encryption for transfer of confidential 
documents. 

4.1 Implementation Options 

Option: TBD 

Description: Numerous vendors address this space.  

Analysis: While a long-term MTG solution requires a solution of this kind, for purposes 
of the pilot, a variety of implementations may suffice. Current departmental 
deployments suggest preferred vendors and contractual terms within the 
installed base. Further research is required in this area. 

References  

5.0 Workflow Management 
Business 
Requirements: 

Automated processing of MTG data both within and across agencies 
requires the ability to dispatch work and send notifications to sub-systems 
and human agents based on well-defined and the organizational model.  
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MTG calls for an enterprise application integration capability that supports 
the following needs: 

 Interoperability between different workflow systems 

 Interaction with a variety of IT application types (especially mail) 

 Interaction with user interface desktop functions 

 Workflow status, system monitoring, and metric functions 

 Process management based on approval authority, delegation, and 
substitution, deadlines, and priorities 

Assumptions:  The scale and scope of centralized services will require workflow 
management capabilities both within and across agencies. 

 The workflow engine must be able to integrate across the enterprise with 
a variety of disparate platforms and workflow engines 

 Workflow administration  capabilities will be delegated to participants 

Architecture: Workflow is facilitated through the use of software interfaces and built on 
one or more workflow engines which are able to interpret process 
definitions, interact with workflow participants, and, where required, 
invoke the use of IT tools and applications [WFMC].  

The workflow engine is typically realized as one or more servers that 
leverage the services of an application server platform (IBM, WLS), or in 
the case of Microsoft, the operating system. These servers are responsible 
for supporting task definition, execution, scheduling, etc., and are 
administered via one or more clients.  

The need to integrate downstream workflow systems and third-party 
applications can be delivered via API based clients or messages delivered 
via some messaging protocol to an appropriately enabled client. 

Dependencies: Security, Data Transport/Integration. 

Issues/Notes: 1. The workflow tool and data transport/integration engine must be 
coordinated as these tools are typically tightly coupled.  

2. All major players in this space build on the application stack from the 
application server through data transport. Of course, certain vendors are 
more open then others. Therefore, the choice of application server, 
messaging software, and workflow will be interdependent. 

3. Considerably more work is required to identify requirements and define 
specifications in this area. 
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4.1 Implementation Options 

Option: webMethods Workflow 

Solution: The webMethods Workflow product leverages their Integration Platform 
product to allow human interaction with automated business rules processing.  
It supports the following major features:  

 Graphical implementation: Uses a graphical interface to define 
workflows, rules, process flow, routing and distribution of work and 
conditions.  

 Leverages the webMethods Integration Platform:  Provides support for 
messaging, logging, transactional support, scalability, reliability, and 
information access.  

 Personalized user interfaces: Allows construction of personalized java or 
browser-based user interfaces, business rules, and user actions, using the 
graphical design tool. 

Analysis: Pros: 

 Integrates with webMethods Integration Platform 

 Multiple Operating System and Hardware platform support 

Cons: 

 Higher costs than other options 

Costs:   $214,000 2 year, $428,000 Perpetual for cluster 

References http://www.webmethods.com/meta/default/folder/0000003691 

Option: Microsoft BizTalk Server 2004 

Description: BizTalk Server 2004 enables applications to be connected to carry out 
business processes.  BizTalk Server 2004 supports multiple common 
scenarios, including: 

 Connecting applications within a single organization, commonly referred 
to as Enterprise Application Integration (EAI) 

 Connecting applications in different organizations, commonly referred to 
as business-to-business (B2B) integration 

 Connecting applications that require human intervention, commonly 
referred to as workflow. 

Human Workflow Services (HWS) is a standard part of BizTalk Server 2004. 
HWS provides a workflow infrastructure built on the BizTalk Server 2004 
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engine.  The HWS infrastructure is accessed using Web services, allowing it 
to be used by many client applications. Microsoft Office are among the clients 
that use HWS, as well as custom developed thin client, thick client, or smart 
client applications 

Analysis: Pros: 

 Supports Web Services for Workflow Integration 

 Supports import and export of business processes using Business 
Process Execution Language (BPEL) 

 Tight integration with Office System 2003 client applications 

Cons: 

 Fewer data adapters than more mature workflow products.  
Purchase of third party adapters may be required. 

Costs:  $25,000 per CPU.  Minimum Cluster is 4 CPUs 

References http://www.microsoft.com/biztalk/evaluation/overview/biztalkserver.asp 

Option: WebSphere MQ Workflow 

Description: The WebSphere MQ Workflow product leverages their Business Integrator 
Platform product to allow human interaction with automated business rules 
processing.  It supports the following major features:  

 Offers deep application connectivity to leverage WebSphere MQ, XML, 
Java™ 2 Enterprise Edition (J2EE), Web services, and WebSphere 
Business Integration software  

 Enables use with WebSphere Business Integration Modeler and Monitor 
for design, analysis, simulation and monitoring of process improvements  

Analysis: Pros: 

 Integration with WebSphere Business Integrator 

 Integration with WebSphere Application Server 

 Runs on multiple platforms and operating systems 

Cons: 

 Cost 

Cost:   $53,000 per CPU 

References http://www-306.ibm.com/software/integration/wmqwf/ 
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6.0 Security 
Business 
Requirements: 

6.1  Provide extensible authentication services for various methods as 
required, including user name and password, certificates, RSA 
SecurID tokens, smart cards, LDAP authentication and custom 
methods. 

6.2  Provide role-based access control (RBAC) to leverage identity and 
functional positions in an organization or process. 

6.3  Provide administration/identity management of users and applications. 

6.4  Support configurable policies and policy management 

6.5  Support user self-service for account creation, group assignments, 
profile updates, and password resets 

6.6  Support delegated administration of RBAC as required. 

6.7  Insure privacy of data via strong encryption as required.  

6.8  Support end-to-end auditing of all transactions, with reporting and 
filter by attribute for security events. 

6.9  Extensible to federated security models 

Architecture: Application layer security is essential for any portal environment. Because 
portals can be used to aggregate content and services for a diverse audience, 
both public and private. Multi-purposing such an installation for 
maximization of resources and cost savings requires the ability to enforce 
differential access to system resources.  

Security services are often discussed with respect to four logical categories: 
authentication, authorization, administration and audit. Various architectural 
subtypes and vendor tools support such requirements, usually in combination 
with the application of cryptographic techniques. 

At the simplest level, this means that permissions (e.g., “execute”) are 
defined on resources (e.g., web pages) for users assigned to particular roles 
(e.g., administrator), where the identity of user can be verified based on a set 
of credentials.  Access control lists (ACLs) define the roles by which 
assigned users are granted permissions to system resources.  

Role-based Access Control (RBAC) is pivotal to providing efficient 
administration of these ACLs. Administration of user privileges is based on 
job functions (roles), rather than organizational membership. Consequently, 
users do not need to be individually authorized to every resource to which 
they require access. 

To generalize, such systems are typically realized as N-tier architectures 
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based on a core repository, that may be database and/or a directory, which 
serves as the hub of identity and policy storage. This data is managed via 
(web) clients and middle-tier services which obtain secure access through 
one or more APIs. This is similarly the case for the authorization services, 
and the authentication service should be extensible to handle various 
credential types and combinations. Auditing is supported for a range of 
events, but specifically for all security events (unsuccessful authentications, 
password resets, etc.) , to either obfuscated or  tamper-resistant logs.  

Such architectures have been realized by a score of products (RSA 
ClearTrust, Netegrity Siteminder, Oblix COREid), evolving in the last 
several years to begin to address issues associated with web services and 
federated security.  

The evolution of application servers (and Microsoft Windows OS) has 
resulted in an increased scope of services.  Authentication, authorization, 
resource administration, and auditing for application security enabled via 
support for recognized/ standardized mechanisms (JAAS, JCE, Kerberos) or 
via integration with third-party products.   

Dependencies:  Directory services for identity and policy management 

 Application services/servers 

 File systems 

 Server-side certificates 

 (potentially) a Certificate authority 

Issues/Notes: 1. Various respondents have underscored the costs of commercial 
certificate authorities as problematic. 

2. DPS has special security requirements for the handling of NCIC and 
similar data.  

4.1 Implementation Options 

Option: Microsoft Active Directory 

Description: Active Directory is an LDAP-Compliant directory server that provides a 
method to manage the identities and relationships of network devices and 
users and to controls access to network resources.  

Active directory supports the following security features: 

Feature Description 

Kerberos Full support for Kerberos 5 protocol provides fast, 
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Authentication single sign-on to Windows 2000-based resources, as 
well as to other environments that support this protocol. 

Smart Card 
Support 

Supports logon via smart cards for strong authentication 
to sensitive resources. 

Transitive 
Domain Trust 

Transitive trust agreements greatly reduce the number of 
trust relationships to manage between Windows 
domains. 

PKI/x.509 Support for x.509 certificates and public key 
infrastructure (PKI) ensures interoperability with and 
deployment of extranet and e-commerce applications. 

LDAP over SSL  Support for LDAP over secure sockets layer (SSL) for 
secure directory transactions for extranet and e-
commerce applications. 

Required 
Authentication 
Mechanism  

Allows administrators to require the specific type of 
logon needed including Kerberos, x.509 certificate, or 
NTLM. 

Attribute-Level 
Security 

The Global Catalog enforces object and attribute-level 
security for detailed control of access to information 
stored in the directory. 

Spanning 
Security Groups 

In Windows 2000, there are no restrictions on security 
groups that span domain partitions. This means that 
groups can be managed centrally. 

LDAP ACL 
Support 

Consistent interpretation of access control lists (ACLs) 
through LDAP ensures interoperability for secure 
extranets and e-commerce applications. 

Active Directory implements Kerberos with several Windows-specific 
extensions.  These extensions limit the ability of non-Active Directory LDAP 
servers to provide Kerberos security services to Microsoft clients.  

ASP.Net applications can use forms authentication to permit users to 
authenticate against Active Directory, using LDAP.  Other applications, 
including Java-based application, may also use LDAP to authenticate against 
Active Directory.  

Analysis: Pros: 
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 Management tools are process likely already in place 

 Tight integration with ASP.NET and Sharepoint Portal 2003 

 Windows Server 2003 version LDAP-Compliant 

Cons: 

 Prior versions required additional software for LDAP-Compliance 

 Requires Windows Server 2003 instillation and licensing 

Cost: Standard Windows Server 2003 Licensing costs 

References http://www.microsoft.com/windows2000/server/evaluation/features/adlist.asp

Option: BEA Weblogic Server Security 

Description: BEA WebLogic Security provides end-to-end application security covering 
J2EE and non-J2EE components of your application hosted on BEA WebLogic 
Server. With BEA WebLogic Security Framework, 

 Security policies are created and managed by security administrators 

 Security policies are flexible, dynamic, powerful rules that can be 
changed without recoding or redeployment 

 Integration with existing security solutions is greatly simplified 

The BEA out-of-the-box security services include a rich, entitlement-based 
security authorization engine that allows business security policy to be written 
as plain text. For example, a policy for a banking application might be: if the 
user has the role “teller”, and the hours are between “9AM and 3PM”, and 
it’s between “Mon through Fri”, allow “access.” This business policy can be 
read and understood by the average business user, and can be modified by an 
authorized user from BEA’s web-based console [sic] without having to modify 
code or re-deploy the application, giving a business flexibility and removing 
security policy from the hands of the developer. Through this separation of 
business logic and business security policy by offering security as a service to 
J2EE containers and other resources, it ensures a dynamic and flexible 
security environment, and still maintains a full compliance with the J2EE 
standard. 

BEA WebLogic Server supports basic HTTP authentication with Base64 
encoding for services protected by firewalls, HTTPSecurity (HTTPS) for SSL 
implementations. It also supports the Web Services end-to-end security model 
for protection of highly sensitive data passed from service to service via the 
SOAP protocol. 

 BEA WebLogic Server provides support for the Java Authentication 
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and Authorization Service (JAAS), a part of J2EE 1.3 standard for 
creating seamless security architecture across J2EE-compliant 
applications. 

 BEA WebLogic Server supports basic HTTP authentication with 
Base64 encoding for services protected by firewalls, HTTPSecurity 
(HTTPS) for SSL implementations. It also supports the Web Services 
end-to-end security model for protection of highly sensitive data 
passed from service to service via the SOAP protocol. 

 BEA WebLogic Server provides support for the Java Authentication 
and Authorization Service (JAAS), a new J2EE 1.3 standard for 
creating seamless security architecture across J2EE-compliant 
applications. 

 BEA WebLogic Server security framework goes above and beyond 
J2EE and provides a rich set of security functionality out of the box 
(Figure 7). It provides an open Security Service Provider Interface 
(SSPI) allowing custom-built or third party security solutions to 
seamlessly plug-in and provide extended security services without the 
need to include any security-specific or integration code into BEA 
WebLogic applicaBEA 

 An enterprise/organization has the ability to create its own security 
model by exercising one or more of the following options: 

 Deploy BEA WebLogic Server’s out-of-the-box security service 
providers 

 Develop a custom implementation of the SSPI 

 Use leading third-party security vendors whose products implement 
the SSPI 

Analysis: Pros: 

 Industry standard application server supporting J2EE standard 
container 

 Available in Enterprise configuration supporting JMS EAI, user portal, 
and developer IDE 

 Competitive pricing   

Cons: 

 Requires platform and knowledge and developer expertise 

Cost:  Per CPU license @ $17,000 per, for every CPU in the cluster. 20% 
annual maintenance. Enterprise addition at $90,000 per CPU, 
including Integrator for workflow, Portal for users, and Work. 
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Enterprise licensing available. 

References http://www.bea.com/content/news_events/white_papers/BEA_WL_Server_81_
Overview_wp.pdf 
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7.0 Data Transport/Integration 
Business 
Requirements: 

A central service through which other applications communicate. Its primary 
goals are to communicate changes in the data between applications (sharing 
or synchronizing data), and to invoke the business logic or services of an 
application from other applications. 

7. 1  Provide data staging and transport capabilities between distributed 
repositories for Enterprise Application Integration (EAI).  

7.2  Support workflow as required. 

Assumptions:  Initial implementations can be simplified for the pilot and scaled as 
requirements are clarified and usage grows. 

 Implementation would begin simply using point-to-point messaging and 
evolve with business requirements. 

Architecture: In this case, the type of data transport/integration capabilities of interest is 
the messaging infrastructure, or message bus, middle-ware services capable 
of providing asynchronous message based communication, queued 
messaging, and publish and subscribe.  

Tools in this category typically provide standards-based interfaces such as 
SOAP/HTTP, JCA, and JMS for integration with third-party components 
and services, including web services. 

Capabilities to transform data and route data support the integration of 
disparate data formats and repositories. 

Dependencies: Application Services 

Issues/Notes: 1. The workflow tool and data transport/integration engine must be 
coordinated as these tools are typically tightly coupled.  

2. All major players in this space build on the application stack from the 
application server through data transport. Of course, certain vendors are 
more open then others. Therefore, the choice of application server, 
messaging software, and workflow will be interdependent. 

3. Considerably more work is required to identify requirements and define 
specifications in this area. 

4.1 Implementation Options 

Option: BizTalk Server 2004 

Battelle / ICC  August 2004 48



MTG Architecture 

Description: BizTalk Server 2004 enables applications to be connected to carry out 
business processes.  BizTalk Server 2004 supports multiple common 
scenarios, including: 

 Connecting applications within a single organization, commonly 
referred to as Enterprise Application Integration (EAI) 

 Connecting applications in different organizations, commonly 
referred to as business-to-business (B2B) integration 

 Connecting applications that require human intervention, commonly 
referred to as workflow. 

BizTalk Server 2004 interacts with back-end and legacy systems to automate 
transactions and to automate day to day business workflow. 

Analysis: Pros: 

 Supports Web Services for Workflow Integration 

 Supports import and export of business processes using Business 
Process Execution Language (BPEL) 

 Tight integration with Office System 2003 client applications 

Cons: 

 Fewer data adapters than more mature workflow products.  Purchase 
of third party adapters may be required. 

 Smaller market share than other reviewed products 

Costs:  $25,000 per CPU.  Minimum Cluster is 4 CPUs 

References  

Option: WebSphere Business Integration Server 

Description: WebSphere Business Integration Server supports process integration, 
workforce management, and enterprise application connectivity.   It is built 
on open industry standards and allows integration of business processes that 
span multiple applications.   

WebSphere Integration Server is built upon several WebSphere technologies: 

 WebSphere InterChange Server  
Coordinates business process activities that span multiple 
applications, which may be geographically local or remote, internal 
or external to an organization 
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 WebSphere MQ Workflow  
Coordinates long-lived activities that span multiple systems and 
workforce groups. Allows automation and management of task list 
assignments 

 WebSphere Business Integration Adapters  
Connects applications and data sources, and mainframes within the 
enterprise 

 WebSphere Business Integration Toolset  
Allows the creation of business processes for the WebSphere 
Integration Server 

Analysis: Pros: 

 Mature product set with support for integration to most data 
bases,  messaging systems, ERP applications, and development 
technologies (including J2EE and .NET) 

 Support for any ODBC and JDBC compliant data stores 

 Support for CICS and IMS/TM 

 Large market share 

Cons: 

 Cost 

Cost:  $110,000 per CPU.  Minimum cluster size is 6 CPUs. 

References http://www-306.ibm.com/software/integration/wbimessagebroker/ 

Option: webMethods Integration Platform 

Description: webMethods offers a mature product set capable of coordinating the operation 
of various applications across an enterprise to support an integrated 
enterprise-wide system. 

Analysis: Pros: 

 Mature product set with support for integration to most data 
bases,  messaging systems, ERP applications, and development 
technologies (including J2EE and .NET) 

 Support for any ODBC and JDBC compliant data stores 

 Support for CICS and IMS/TM 

 Large market share 
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Cons: 

Costs:  $43,000 per CPU, Minimum Cluster size is 6 CPUs 

References http://www.webmethods.com/meta/default/folder/0000003869 

Option: Tibco Business Works 

Description: The Tibco Business Works product provides a common framework for 
integrating incompatible and distributed systems.  Business Works allows 
applications, databases and mainframes communicate and interact with each 
other by automatically routing and transforming information.  

The Tibco Business Works product consists of three major components: 

 Business Works: the actual data transport application 

 SmartMapper: a visual tool to create data mappings and define 
transformations 

 Tibco Adapters:  Plug-in to various applications, data stores, and web 
service technologies to allow standardized access the data transport layer. 

Analysis: Pros: 

 Mature product set with support for integration to most data bases,  
messaging systems, ERP applications, and development technologies 
(including J2EE and .NET) 

 Support for any ODBC and JDBC compliant data stores 

 Support for CICS and IMS/TM 

 Large market share 

Cons: 

 Cost 

Cost:  $300,000 per server 

References http://www.tibco.com/software/business_integration/default.jsp 
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SECTION 2 – MTG IMPLEMENTATION VIEWS 
The MTG implementation view provides a mapping of commercial off-the-shelf vendor solutions to the 
core requirements of the MTG architecture in a series of plausible configurations. These models were 
built to identify the building blocks of the MTG architecture, investigate alternatives, and to provide cost 
estimates for the pilot business case.  

The following models summarize candidate realizations for various software component deployments. 
They show where these components reside and how they inter-relate with other components. Component 
requirements detail what responsibilities a component must supply to support the required functionality or 
behavior of the gateway.   

1.1 Information Access  

1.1.1 Wireless Access to Web Content: IBM 
The following implementation view summarizes the deployment of application services extensions to 
support wireless device detection and content transformation via the IBM Websphere Everyplace Toolkit.  

Security is provided by leveraging the authentication and authorization services of the Websphere Java 
application server. An instance of Tivoli directory server is identified to support identity management 
(substitutions available).  
 
The data transport layer is not required for this deployment, but could be leveraged to enable content 
management. As with other models, the bus implementation could be based on a number of different 
vendor products. WebSphere Business Integration Server is identified for vendor consistency, but 
alternatives such as WebMethods Integration platform, BEA Web Logic Server could be substituted. 
 
Client devices require installation of a compatible microbrowser. 
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Figure 4: Implementation.Wireless.CTE.IBM 

1.1.2 Wireless Access to Web Content: Microsoft  
The following implementation view summarizes the deployment of application services extensions to 
support wireless device detection and content transformation via the Microsoft Mobile Internet Toolkit. 
This component requires the deployment of ASP .NET, SQL Server 2000 (application dependent), and 
leverages the Windows 2003 Server platform for security and identity management.  
 
The data transport layer is not required for this deployment, but could be leveraged to enable content 
management. As with other models, the realization of the bus could be based a number of different 
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vendor products (BizTalk, Webmethods Business Integrator, IBM Websphere Integrator). 
 
Client devices require installation of a compatible micro browser. 
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Figure 5: Implementation.Wireless.CTE.Microsoft 
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1.1.3 Wireless Access to Web Content: Net6 
The following implementation view summarizes the deployment of a content transformation appliance to 
support wireless device detection and content transformation as provided by Net6 (formerly Cisco CTE 
1400). All other components are independent of this deployment and realized in this diagram as generic 
elements. 
 
Client devices require installation of a compatible microbrowser. 
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Figure 6: Implementation.Wireless.CTE.Net6 
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1.2 Application Access  

Wireless Application Access: IBM 
The following implementation view extends wireless access to web content via support for wireless 
applications. An IBM RDBMS has been provided to support centrally deployed application persistence. 
Wireless device detection and content transformation via is provided via the IBM Websphere Everyplace 
Toolkit. Security is again provided by leveraging the authentication and authorization services of the 
Websphere Java application server. An instance of Tivoli directory server is identified to support identity 
management (substitutions available).  
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Figure 7: Implementation.Wireless.Application.IBM 
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Wireless Application Access: Microsoft 
In the Microsoft case, wireless support for HTML, XHTML/Basic script, or WML/WML Script wireless 
applications is extended via the same model used in support of wireless information access.  
 
In addition, this model depicts support for remotely accessible applications via the deployment of a WTS 
client for Pocket PC, or Citrix ICA client for Windows CE (Pocket PC, Pocket PC 2002, Pocket PC 2003, 
HPC, HPC Pro) to an appropriate device. Citrix ICA "Thick-Client" support is also extensible to 
Linux/Unix, MacOS, Symbian, and PalmOS. 
ud Implementation.Wireless.Application.Microsoft
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(from Forms Client)

Network Prov ider

+ Commercial Network
+ Virtual Private Network
+ Private Network

(from Component View)

Network Serv ices

+ Encryption
+ Network Interfaces
+ Load Management

(from Component View)

Client Department

(from Department Data & Application Services)

Enterprise Shared Serv ice

(from Layers)
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Figure 8: Implementation.Wireless.Application.Microsoft 
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Wireless Application Access: Net 6 Appliance & J2EE Open Source 
The following implementation view summarizes the deployment of application services extensions to 
support wireless device detection and content transformation via the IBM Websphere Everyplace Toolkit. 
Security is provided by leveraging the authentication and authorization services of the Websphere Java 
application server. An instance of Tivoli directory server is identified to support identity management 
(substitutions available).  
 
The data transport layer is not required for this deployment, but could be leveraged to enable content 
management. As with other models, the bus implementation could be based a number of different vendor 
products. WebSphere Business Integration Server is identified for vendor consistency, but alternatives 
such as WebMethods Integration platform could be substituted. 

ud Implementation.Wireless.Application.OpenSource
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Figure 9: Implementation.Wireless.Application.OpenSource 
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2.1 Alerting & 2.2 Instant Messaging  
Because this architecture is vendor-dependent, currently addressed via DMIS and competitors, no 
additional analysis is provided in this section.  

 For an overview, see Part I, Section 2.3.3, Public Safety and Emergency Management Domain 
Specific Architecture 

 For a summary analysis, see Section II, 2.1 Alerts. 
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2.3 Notifications  
The following implementation view summarizes the component deployment necessary to support 
subscription-based notifications via WAP Push Messaging and Email (per end-user's portal profile 
configuration). This is a generic view. Vendor choices are unspecified pending finalization of wireless 
network provider selection. 
 
The notification message is sent from the notification dispatcher to a WAP aggregator.  The WAP 
aggregator is a third party product that interfaces with multiple wireless provider's networks, allowing 
WAP messages to be placed on their network.  
 
A push operation in WAP is accomplished by allowing a Push Initiator (PI) to transmit push content and 
delivery instructions to a Push Proxy Gateway (PPG), which then delivers the push content to the WAP 
client according to the delivery instructions. The PPG is typically a WAP Gateway with support for WAP 
Push. The PI is typically an application that runs on an ordinary web server. It communicates with the 
PPG using the Push Access Protocol (PAP). The PPG uses the Push Over-the-Air (OTA) Protocol to 
deliver the push content to the client. 
 
PAP is based on standard Internet protocols. XML is used to express the delivery instructions, and the 
push content can be any MIME media type.  Message delivery is guaranteed, and a delivery receipt will 
be returned.  
 
The notification dispatcher can also route notifications to a users SMTP server via a destination address 
specified at the time of subscription. 

 

Battelle / ICC  August 2004 60



MTG Architecture 

ud Implementation.Notification
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+ Browser
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Figure 10: Implementation.Notification 
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3.0 Electronic Data Collection  

3.1 Forms Implementation  

3.1.1 EDC Adobe Extensions  
The following implementation view summarizes a simple deployment of one-way electronic forms data 
collection utilizing Adobe Reader Extensions Document Server and existing state email services.  
 
Reader extensions enable commenting tools (sticky notes, highlights, stamps, and strikethroughs); the 
ability to save a form to a desktop for offline completion or archiving, without loosing forms data; digital 
signatures, including support for Public Key Infrastructure systems for third-party validation (VeriSign, 
Entrust, and others); advanced form features, including the ability to submit a form offline or via email, 
import or export forms data and attached files. 
 
The end-user submits the form which is routed to a mail-box of an organization responsible for fulfillment 
of the user request. 
ud Implementation.EDC.Forms.Adobe.Extensions

Desktops, Notebooks & Tablets

+ Adobe Reader
+ Browser
+ Email Client
+ WTS/Citrix Client (optional)

(from Forms Client)

Network Prov ider
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+ Virtual Private Network
+ Private Network

(from Component View)

Network Serv ices

+ Encryption
+ Network Interfaces
+ Load Management

(from Component View)

Client Department
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(from Departments & Agencies)

Data Serv ices

(from Departments & Agencies)

«Dependency»
Email::Mail Serv ice

Presentation Serv ices

+ Portal
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Figure 11 : Implementation.EDC.Forms.Adobe.Extensions 
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3.1.2 EDC Adobe Extensions + Forms Server  
The following implementation view summarizes the simpler deployment of round-trip electronic forms 
data collection utilizing Adobe Reader Extensions Document Server and Forms Server.  
 
Reader extensions enable commenting tools (sticky notes, highlights, stamps, and strikethroughs); the 
ability to save a form to a desktop for offline completion or archiving, without loosing forms data; digital 
signatures, including support for Public Key Infrastructure systems for third-party validation (VeriSign, 
Entrust, and others); advanced form features, including the ability to submit a form offline or via email, 
import or export forms data and attached files. 
 
Adobe Forms server enables document data population from a repository of record (based on an agency 
defined forms template), and the extraction of forms XML data upon submission.  
 
In addition to the form features enablement, this version of the pilot would add the ability to support 
round-trip electronic data collection with workflow and data transport to and from client agencies. 
Adaptors would need to be configured for client data extraction and upload. Pilot planning activities must 
take these tasks into account. 
 
Forms data would be stored in a SQL server (or other database), along with BizTalk routing and task state 
data. SQL Server 2000 would be recommended as the pilot repository for purposes of BizTalk 
integration, XML forms conversion. 
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ud Implementation.EDC.Forms.Adobe.Extensions+Server
Desktops, Notebooks & Tablets
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+ Browser
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+ Encryption
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Adobe Reader 
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Application Serv ices
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Application 
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+ Web Content
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Windows 2003 Serv er

+ Active Directory
+ Windows Authentication
+ Windows Authorization

(from Operating System)

 

Figure 12 : Implementation.EDC.Forms.Adobe.Extensions+Server 

3.2 Smart Client Implementation  

3.2.1 Smart Client - Microsoft  
The following implementation view summarizes the simpler deployment of round-trip electronic forms 
data collection utilizing Adobe Reader Extensions Document Server and Forms Server.  

Reader extensions enable commenting tools (sticky notes, highlights, stamps, and strikethroughs); the 
ability to save a form to a desktop for offline completion or archiving, without loosing forms data; digital 
signatures, including support for Public Key Infrastructure systems for third-party validation (VeriSign, 
Entrust, and others); advanced form features, including the ability to submit a form offline or via email, 
import or export forms data and attached files. 

Adobe Forms server enables document data population from a repository of record (based on an agency 
defined forms template), and the extraction of forms XML data upon submission.  
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In addition to the form features enablement, this version of the pilot would add the ability to support 
round-trip electronic data collection with workflow and data transport to and from client agencies. 
Adaptors would need to be configured for client data extraction and upload. Pilot planning activities must 
take these tasks into account. 

Forms data would be stored in a SQL server (or other database), along with BizTalk routing and task state 
data. SQL Server 2000 would be recommended as the pilot repository for purposes of BizTalk 
integration, XML forms conversion. 

ud Implementation.EDC.SmartClient.Microsoft

Desktops, Notebooks & Tablets

+ Adobe Reader
+ Browser
+ Email Client
+ WTS/Citrix Client (optional)

(from Forms Client)

Network Prov ider
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+ Virtual Private Network
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+ Encryption
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(from Component View)
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(from Layers)
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Data Transfer::
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Application Serv ices
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Store
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+ Application Version Management
+ Connection State Management
+ Message Data Management
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+ Service Agent Management
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Figure 13 : Implementation.EDC.SmartClient.Microsoft 
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3.2.2 Smart Client - OpenSource  
The following implementation view summarizes a smart client architecture utilizing a Microsoft 
implementation on the client device, but a server-side realization of open source  web, application, 
directory, and data services. Note that any J2EE compliant vendor realization could be substituted in this 
model (e.g., BEA WLS, IBM WebSphere and extensions). 

ud Implementation.EDC.SmartClient.OpenSource

Desktops, Notebooks & Tablets
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+ Browser
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(from Forms Client)

Network Prov ider

+ Commercial Network
+ Virtual Private Network
+ Private Network
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+ Service Agent Management
+ Windows Forms
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JBOSS
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Figure 14 : Implementation.EDC.SmartClient.OpenSource 
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3.3 Electronic Data Collection - Integrated  
The following implementation view summarizes a combined solution of electronic forms and smart client 
deployment. It recognizes the fact that, while many applications may be successfully addressed via forms-
based data collection and processing, others will be sufficiently complex to require formidable application 
development. It defines a deployment of both Adobe PDF/XPD based forms services, as well as an 
infrastructure to support  Microsoft SmartClient technology.  
 
An Adobe Reader Extensions Document Server is used to enable PDF/XPD forms capabilities as 
previously described. The Adobe Forms Server is deployed to support the population and extraction of 
data from forms.  
 
Smart Client web services are deployed to support the transfer of data to and from device-based smart 
clients. 
 
Database and directory services are used in common and leverage the security services of the Microsoft 
Windows 2003 platform. Forms data would be stored in a SQL server (or other database), along with 
BizTalk routing and task state data. SQL Server 2000 would be recommended as the pilot repository for 
purposes of BizTalk integration, XML forms conversion.  
 
The use of BizTalk is a possible solution to the support of workflow and data transport to and from client 
agencies. Adaptors would need to be configured for client data extraction and upload. Pilot planning 
activities must take these tasks into account. 
More robust data transport and workflow solutions could be substituted following the completion of a 
more complete assessment of enterprise data integration needs.  
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ud Implementation.EDC.Combined
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Figure 15 : Implementation.EDC.Combined 
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SECTION 3 – MTG DEPLOYMENT VIEW 
The MTG deployment view describes a pilot implementation and physical deployment. 

3.1 MTG Pilot Model 
In support of the pilot, Battelle/ICC is recommending one of the two following architectures to address 
MTG requirements. 

The following figures show how Battelle/ICC could implement a solution to meet the mobile and wireless 
needs of the state of Ohio. These implementation views are composed of commercial off-the-shelf 
(COTS) products and Open Source tools, and would be further configured or extended to meet the needs 
of the State’s mobile clients. 

3.1.1 MTG Integrated Services: Microsoft Platform 
The following implementation view summarizes a combined solution of electronic forms and smart client 
deployment. It recognizes the fact that, while many applications may be successfully addressed via forms-
based data collection and processing, others will be sufficiently complex to require formidable application 
development. It defines a deployment of both Adobe PDF/XDP based forms services, as well as an 
infrastructure to support Microsoft SmartClient technology.  

 An Adobe Reader Extensions Document Server is used to enable PDF/XDP forms capabilities as 
previously described. The Adobe Forms Server is deployed to support the population and 
extraction of data from forms.  

 Smart Client web services are deployed to support the transfer of data to and from device-based 
smart clients. 

 Database and directory services are used in common and leverage the security services of the 
Microsoft Windows 2003 platform. Forms data would be stored in a SQL server (or other 
database), along with BizTalk routing and task state data. SQL Server 2000 would be 
recommended as the pilot repository for purposes of BizTalk integration, XML forms conversion.  

 The use of BizTalk is a possible solution to the support of workflow and data transport to and 
from client agencies. Adaptors would need to be configured for client data extraction and upload. 
Pilot planning activities must take these tasks into account. More robust data transport and 
workflow solutions could be substituted following the completion of a more complete assessment 
of enterprise data integration needs.  
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ud Implementation.Pilot.Microsoft-Adobe
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Figure 16: A. Integrated Services on Microsoft Platform 
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3.1.2 Integrated Services: J2EE Platform  
The Following model provides similar functionality via electronic forms and smart client technology 
on a J2EE platform. 

ud Implementation.Pilot.J2EE-Adobe
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Figure 17: A. Integrated Services on J2EE Platform 
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3.2 Pilot Deployment Model: Generic 
This deployment view describes an implementation of the pilot architecture on clustered HP ProLiant DL 
360 servers.  Each server is configured with 2 3.4 GHz Xeon processors, 2 GB’s of memory, and 2 
mirrored 146 GB 10,000 RPM SCSI.  Hardware configurations would be adjusted using performance data 
gathered during load testing and during the pilot. 
 
All equipment resides behind existing firewall and network security infrastructure.  HTTP/S traffic is the 
only traffic accepted from external sources.  Internally, the servers communicate using standard TCP/IP. 
 
Six clusters are hosted centrally.  The web presentation / portal cluster provides web presentation services 
for all applications.  An application server cluster hosts the Adobe Form Server, Adobe Reader 
Extensions Server, and .Net or J2EE application server.  Document management services are provided by 
a cluster running Adobe Forms Manager.  Separate clusters host the data repository and the data bus 
services. 
 
Each client department will locally host a bus adapter to enable access to their data.  The bus adapter may 
be located on existing hardware, or on hardware installed for the pilot.  Operating system requirements 
may vary depending on the implementation selected for the pilot.  
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dd Deployment.Pilot.Generic
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Figure 18 : Deployment.Pilot.Generic
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APPENDIX A – DEVICES  
See also Mobile Device Chart.xls for additional attributes and filters. 

Device       
      

         

Mono 

  

 

          

           
           

Model
 

Manufacturer
 

 Provider 1 
Browser 
Protocol Development

 
 Network Bandwidth Cost Display

Laptop Multiple Multiple HTML, XHTML Multiple Multiple Multiple 1000+ Color
Tablet Multiple Multiple HTML, XHTML Multiple Multiple Multiple 1400+ Color
Cell Phone 3595 Nokia T-Mobile N/A N/A GSM 171 kbs 50 Color 
Cell Phone 6010 Nokia T-Mobile WAP 2.0 N/A GSM 171 kbs 100 Color 
Cell Phone 6800 Nokia T-Mobile WAP 2.0 J2ME GSM 171 kbs 150 Color 
Cell Phone 3660 Nokia T-Mobile WAP 2.0 J2ME GSM 171 kbs 150 Color 
Cell Phone 6600 Nokia T-Mobile WAP 2.0 J2ME GSM 171 kbs 600 Color 
Cell Phone R225m Samsung T-Mobile N/A N/A GSM 171 kbs 50 Mono 
Cell Phone E105 Samsung T-Mobile N/A N/A GSM 171 kbs 125 Color 
Cell Phone E715 Samsung T-Mobile WAP 2.0 J2ME GSM 171 kbs 250 Color 
Cell Phone D415 Samsung T-Mobile WAP 2.0 J2ME GSM 171 kbs 300 Color 
Cell Phone V66 Motorola T-Mobile N/A N/A GSM 171 kbs 50 
Cell Phone V300 Motorola T-Mobile WAP 2.0 J2ME GSM 171 kbs 150 Color 

Cell Phone V600 Motorola T-Mobile WAP 2.0 J2ME GSM / Bluetooth 
171 kbs / 784 
kbs 300 Color

Cell Phone T610 Sony Ericsson T-Mobile WAP 2.0 J2ME GSM / Bluetooth 
171 kbs / 784 
kbs 75 Color

Cell Phone CF62T Seimens T-Mobile WAP 2.0 J2ME GSM 171 kbs 120 Color 
Smart 
Phone Sidekick Danger T-Mobile HTML J2ME GSM 171 kbs 250 Color
Smart 
Phone Pocket PC PE Phone Edition T-Mobile HTML .Net / J2ME GSM 171 kbs 400 Color 
Smart 
Phone Treo 600 palmOne Multiple HTML, XHTML Palm, J2ME GSM / CDMA 171 / 144 kbs 550 Color 
PDA Tungsten C palmOne Multiple HTML, XHTML Palm, J2ME WiFi 11mbs 400 Color 
PDA Tungsten T3 palmOne Multiple HTML, XHTML Palm, J2ME Bluetooth 784 kbs 400 Color 
PDA Tungsten E palmOne Multiple HTML, XHTML Palm, J2ME N/A N/A 200 Color 
PDA Zire 72 palmOne Multiple HTML, XHTML Palm, J2ME Bluetooth 784 kbs 300 Color 
PDA Zire 21 palmOne Multiple N/A Palm N/A N/A 100 Mono
PDA Zire 31 palmOne Multiple N/A Palm N/A N/A 150 Color
BlackBerry 7730 RIM T-Mobile HTML, XHTML J2ME GSM 171 kbs 500 Color 
BlackBerry 7750 RIM Verizon HTML, XHTML J2ME CDMA 2000 1X 144 kbs 500 Color 
BlackBerry 7780 RIM AT&T HTML, XHTML J2ME GSM 171 kbs 500 Color 
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BlackBerry 7510 RIM Nextel HTML, XHTML J2ME iDEN 56 kbs 550 Color 
BlackBerry 7210 RIM AT&T HTML, XHTML J2ME GSM 171 kbs 350 Color 
BlackBerry 7230 RIM T-Mobile HTML, XHTML J2ME GSM 171 kbs 400 Color 
BlackBerry 7280 RIM AT&T HTML, XHTML J2ME GSM 171 kbs 450 Color 
BlackBerry 6710 RIM T-Mobile HTML, XHTML J2ME GSM 171 kbs 450 Mono 
BlackBerry 6750 RIM Verizon HTML, XHTML J2ME CDMA 2000 1X 144 kbs 500 Mono 
BlackBerry          

  

6510 RIM Nextel HTML, XHTML J2ME iDEN 400 Mono
BlackBerry 6210 RIM AT&T HTML, XHTML J2ME GSM 171 kbs 400 Mono 
BlackBerry 6230 RIM T-Mobile HTML, XHTML J2ME GSM 171 kbs 300 Mono 
BlackBerry 6280 RIM AT&T HTML, XHTML J2ME GSM 171 kbs 350 Mono 
BlackBerry 5810 RIM T-Mobile HTML, XHTML J2ME GSM 171 kbs 350 Mono 
PDA iPAQ h4350 HP N/A HTML, XHTML .Net / J2ME WiFi / Bluetooth 11 mbs / 784 kbs 450 Color 
PDA iPAQ h4150 HP N/A HTML, XHTML .Net / J2ME WiFi / Bluetooth 11 mbs / 784 kbs 400 Color 
PDA iPAQ h2210 HP N/A HTML, XHTML .Net / J2ME Bluetooth 784 kbs 380 Color 
PDA iPAQ rz1700 HP N/A HTML, XHTML .Net / J2ME N/A N/A 280 Color 
Cell Phone V400 Motorola Cingular WAP 2.0 J2ME GSM 171 kbs 200 Color 
Cell Phone P107 Samsung Cingular WAP 1.2 J2ME GSM 171 kbs 150 Color 

Cell Phone T637 Sony Ericsson Cingular WAP 2.0 J2ME GSM / Bluetooth 
171 kbs / 784 
kbs 130 Color

Cell Phone L1200 LG Cingular WAP 2.0 J2ME GSM 171 kbs 150 Color 
Cell Phone C1300 LG Cingular WAP 2.0 J2ME GSM 171 kbs 100 Color 
Cell Phone 6340i Nokia Cingular WML N/A GSM 171 kbs 70 Mono 
Cell Phone T62u Sony Ericsson Cingular WAP Push only N/A GSM 171 kbs 70 Mono 
Smart 
Phone i700 Samsung Verizon HTML / XHTML .Net / J2ME CDMA 2000 1X 144 kbs 600 Color 
Smart 
Phone i600 Samsung Verizon HTML / XHTML .Net / J2ME CDMA 2000 1X 144 kbs 500 Color 
Smart 
Phone 7135 Kyocera Verizon HTML, XHTML Palm CDMA 2000 1X 144 kbs 400 Color 
Cell Phone V60p Motorola Verizon WAP 1.2 J2ME CDMA 2000 1X 144 kbs 200 Mono 
Cell Phone VX7000 LG Verizon WAP 2.0 J2ME CDMA 2000 1X 144 kbs 180 Color 
Cell Phone i710 Motorola Nextel WML J2ME iDEN 56kbs 100 Color 
Cell Phone i830 Motorola Nextel WML J2ME iDEN 56kbs 300 Color 
Cell Phone i730 Motorola Nextel WML J2ME iDEN 56kbs 150 Color 
Cell Phone i58sr Motorola Nextel WML J2ME iDEN 56kbs 100 Mono 
PDA Axim X30 with 312 Dell Dell HTML, XHTML .Net / J2ME N/A N/A 200 Color 

PDA 
Axim X30 with 312 & 
Wireless Dell Dell HTML, XHTML .Net / J2ME 

802.11b / 
Bluetooth 11 mbs / 784 kbs 280 Color 

PDA 
Axim X30 with 624 & 
Wireless Dell Dell HTML, XHTML .Net / J2ME 

802.11b / 
Bluetooth 11 mbs / 784 kbs 350 Color 
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PDA Axim X5 Dell Dell HTML, XHTML .Net / J2ME N/A N/A 315 Color 
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APPENDIX B – COMPATIBLE MICROBROWSERS 

Vendor Product OS Supported WML XHTML 
Markup 

Languages Examples URL 

Digital 
Airways 

Wapaka     PocketPC,
Symbian, 
Embedded Linux; 
Windows, MacOS, 
Linux, QNX, J2ME 

Yes Yes WML,
cHTML, 
XHTML,  
XHTML 
Basic MP 

Sidekick 2 http://www.digitalairways.com/wa
paka/default.asp 

GoAmerica Go.Web Palm OS, 
Windows CE 2.11, 
Windows CE 3.0, 
RIM 

Yes No HTML, 
WML 1.1 

RIM 850, RIM 857, RIM 950, RIM 
957-BBIE, RIM 957-BBEE 

http://www.goamerica.com/goweb
/ 

iAnywhere 
Solutions 

AvantGo Pocket PC, Palm 
OS, RIM, Symbian 

No   No HTML,
Java Script 

Palm Tungsten T/C/W/T2/T3/E, Palm 
Zire 21/71; Treo 600, Sony CLIE NX, 
NZ, UX seriesPalm Tungsten 
T/C/W/T2/T3/E, Palm Zire 21/71; 
Treo 600, Sony CLIE NX, NZ, UX 
series, Palm III, Palm IIIx, Palm IIIe, 
Palm IIIc, Palm V, Palm Vx, Palm VII, 
Palm m100, Handspring Visor, 
Handspring Treo, Symbol SPT 1500, 
1700; TRG Pro; Palm Zire, Casio 
Cassiopeia 2400, E10, E100; 
Compaq Aero 2100, 1500; Philips 
Nino 500, Velo 500; HP Jornada 420, 
680; Sharp Mobilon Pro 5000, 
HP/Compaq iPAQ series, Dell Axim 
series, Toshiba eSeries, Casio 
Cassiopeia E115, HP Jornada 540 
Series, Nokia 3600 series, 7650, 
Sony-Ericsson P800, P900 

http://www.ianywhere.com/avantg
o/developer/index.html 
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Microsoft Pocket 
Internet 
Explorer 

Windows CE, 
Windows CE .NET, 
Pocket PC, Pocket 
PC 2002, Pocket 
PC 2003, Pocket 
PC 2003 Phone 
Edition 

Yes Yes HTML, 
XHTML, 
XHTML 
Basic, 
WML 

HP iPAQ, Audiovox PPC4100, Dell 
Axim, ASUS MyPal, Toshiba e 
Series, ViewSonic Pocket PC V 
series 

http://www.microsoft.com/window
smobile/pocketpc/default.mspx 

Novarra Neomar 
MicroBrowser 

Palm OS, RIM, 
Pocket PC, BREW, 
Symbian, J2ME 

Yes Yes HTML, 
WAP 2.0, 
XHTML, 
XHTML 
Basic 

Palm Tungsten (T, T2, T3, C, W), 
WAP Phones, HP iPAQ, Sony Clie, 
RIM/BlackBerry, Pocket PC, Symbol, 
Handspring, Kyocera, Samsung, 
Nokia, Motorola 

http://novarra.com/Solutions/prod
uctArch.htm 

Openwave Mobile 
Browser 

Multiple Vendor 
Phone Oses 

Yes Yes HTML, 
XHTML, 
XHTML 
Basic, 
WML, 
cHTML, 
ECMA 
Script 

50% of data enabled phones http://www.openwave.com/us/pro
ducts/mobile/device_products/mo
bile_browser/index.htm 

Opera 
Software 

Opera     Symbian,
Embedded Linux, 
QNX, Windows, 
Mac OS, Solaris, 
Linux, FreeBSD 

Yes Yes WML,
cHTML, 
XHTML, 
XHTML 
Basic MP 

BenQ P30, Motorola A920, Nokia 
6600, Sendo X, Kyocera ZTE V91, 
Nokia 3650 / 7650 / N-Gage, Sony 
Ericsson P900, Sony Ericsson P800, 
Nokia 9500 Communicator, Sharp 
Zaurus, Nokia 9210i, Psion Revo+ 

http://www.opera.com/products/s
martphone/ 

PalmOne Palm Web 
Browser Pro 

Palm OS 5.1 Yes Yes HTML, 
WML, 
cHTML, 
xHTML, 
SSL, 
JavaScript 
and 
Cascading 
Style 
Sheets 
(CSS) 

Tungsten T or Tungsten T2 http://www.palmone.com/us/softw
are/webbrowserpro/ 
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